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RV=NV .P

R ’V=N V .Q A

PIDV=H ( IDV∥K )⊕R 'V
PIDV , RV

RV . K Pr A
=R 'V

Authenticate Vehicleby :R 'V⊕PIDV=H ( IDV∥K )

Generate N A

RA=PUF (C A)

M AS={PID v ,N A , IDA }RA

I AS=H ( ID A∥M AS∥R A∥N A)

IDA ,M AS , I AS , PIDV

Verify I AS
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,RV i

), (CA i
,R Ai

)

Decrypt M AS

Generate N S

SK SV=EK (PIDV⊕K )

SK SA=EK (ID A⊕N A⊕K )

T={IDV∥SK SV∥N S}SKVA

I SV=H ( IDV∥T∥RV 2
∥NV∥N S)

M SA={CV 2
, {T }RV 2

, I SV }
PIDV new

=H (IDV∥RV 2
∥N V )

M={T , M SA , N S}SK SA

I SA=H (ID A∥IDS∥M∥N A∥N S)

M ,I SA ,N S

Verify I SA
IDA new

=H (ID A∥RA 2
∥N 3)

SK SA=EK( IDA⊕N A⊕K)

Decrypt M
T , M SA , I SV ,N S

calculate RV 2
=PUF (CV 2

)

Decrypt T
verify I SV

PIDV new
=H (IDV∥RV 2

∥NV )

I 2=H ( IDV∥T∥RV 2
∥N1∥N 3) I 2

verify I 2

Generate N V


	Page 1

