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Client App Profile
This profile is a suitable for authentication when the Client is an the application that lives purely on the user’s client – for example, on a desktop, or in JavaScript. Because the entire source code for the applicationClient lives is downloaded toon the User’s desktop or browserclient, it is not possible to include protect the Client Secret., and so tThis profile allows for authentication authorization while taking without those security considerations into accountconcerns.
Because there is no Client Secret to ensure authenticity, both the Cclient and the Authorization Sserver should take some extra precautions with when using this profile. Specifically, it should only be used when the risk of exposing the Access Ttoken in a JavaSscript environment is acceptable. AlsoTo help mitigate this risk, it is strongly recommended RECOMENDED that the Aaccess Ttoken have an expiration time on the order of a few hours.
 If the Cclient wishes to obtain an  long-lived Aaccess Ttoken with a much longer expiration time, via this authentication means, then they should make use of the “Client Refreshes Access Token” method within the Web App Profile.exchange for that token on the server.
0. [bookmark: _Toc245139943]Provisioning
Prior to initiating this protocol profile, the Client MUST have obtained a Client Identifier and Client Secret from the Authorization Server. The Authorization Server MAY have also required the Client to pre-register their Callback URL.
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The Client initiates an authorization request by redirecting opening a new window within the User’s browser and navigating to the Authorization Server's User Authorization URL, with the following parameters: 
wrap_client_only
REQUIRED. Specifies that the trueserver should return the Access Token directly in the response. Value MUST be “true”.
	wrap_client_id
REQUIRED. The Client Identifier.
	wrap_callback 
REQUIRED. The Callback URL. An absolute URL to which the Authorization Server will redirect the User back after the User has approved the authorization request. Authorization Servers MAY require that the wrap_callback URL match the previously registered value for the Client Identifier.
Note: because the raw Aaccess _Ttoken will be passed back on this Ccallback URL, it is strongly RECOMMENDED that the Ccallback URL be HTTPS, or that it include a hash (“#”) in the URL to prevent the Aaccess Ttoken from being transmitted over an insecure line. 
	wrap_client_state
OPTIONAL. An opaque value that Clients can use to maintain state associated with this request. If this value is present, the Authorization Server MUST return it to the Client's Callback URL.
 	wrap_scope
OPTIONAL. The Authorization Server MAY define authorization scope values for the Client to include 
Additional parameters: 
	Any additional parameters, as defined by the Authorization Server. 
This step is identical to step 5.4.2 from the Web App profile.
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Upon receiving an authorization request from the Client by a redirection request fromof the User’s browser, the Authorization Server authenticates the Uuser, presents the User with the Protected Resource access that will be granted to the Client, and prompts the User to confirm the request. 
If the User denies the request, the Authorization Server MAY allow the User to return to the Client Callback URL with the following parameters added:
	wrap_error_reason
REQUIRED. Value is user_denied
	wrap_client_state
REQUIRED if the Client sent the value in the authorization request in 5.5.2
If the User approves the request, the Authorization Server generates an Verification Access Code Token and associates it with the Client Identifier and Callback URL. 
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If the User approved the request, the Authorization Server MUST redirect the User back to the Callback URL, with the following parameters added: 
	wrap_access_token
REQUIRED. The Access Token.  It is RECCOMENDED that thisThis should Access Token be a short-lived access tokhave an expiration on the order of a few hours or lessen.
	wrap_access_token_expires_in
OPTIONAL. The lifetime of the Access Token in seconds. For example, 3600 represents one hour. 
	wrap_refresh_token
OPTIONAL. The Refresh Token. Because the Rrefresh Ttoken requires the Client Secret, it is not usable entirely on the client side, but it may be useful for Cclients that wish to also pass credentials for server-side use.
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	Any additional parameters, as defined by the Authorization Server. 	
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This profile is designed for use in applications that live primarily on the client and operate on behalf of the user while the user is present (and thus can be satisfied with short-lived token). However, some of these apps may want to share credentials with the server – for example to perform asynchronous work when the user is not available.

If a Rrefresh Ttoken is provided, then it may be passed to the Authorization Sserver and used to get a renewed Aaccess Ttoken. Refreshing an Access Token is the same as in Web App Profile, section “Client Refreshes Access Token” (5.4.8)5. The Client makes an HTTPS request to the Authorization Server's Refresh Token URL using POST. The request contains the following parameters:
	wrap_client_id
REQUIRED. The Client Identifier 
	wrap_client_secret
REQUIRED. The Client Secret 
	wrap_refresh_token
REQUIRED. The Refresh Token that was received in 
Additional parameters: 
	Any additional parameters, as defined by the Authorization Server. 
This profile REQUIRES the Client Identifier and Client Secret in the refresh request. Thus the refresh request does not include 
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If successful, the Authorization Server returns:
	HTTP 200 OK

with the Access Token in the response body. The response body contains the following parameters: 
	wrap_access_token
REQUIRED. The Access Token. 
	wrap_access_token_expires_in
OPTIONAL. The lifetime of the Access Token in seconds. For example, 3600 represents one hour. 
Additional parameters: 
		Any additional parameters, as defined by the Authorization Server. 
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The Authorization Server MUST verify the Refresh Token. If the verification fails, the Authorization Server MUST respond with 
	HTTP 401 Unauthorized

and the HTTP header:
	WWW-Authenticate: WRAP

The Client MUST again request authorization from the User.
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