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Topical questions A &  B. Medical device and system data integrity, reliability and security issues – inadvertent and intentional intrusion – nonfunction and malfunction.

Does this topic include concerns about EMI/RFI/EMC with implanted medical devices (IMD)?  First reported in the 1990's about interference from metal detector security gates commonly used at airports and many other  public buildings, and from retail anti-theft and inventory control devices, but more recently from interference between two or more IMD's, and from cell phones and other common household (such as the Smart Grid) or medical investigatory devices (http:www.MRIsafety.com):
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However that concern has broadened with reports in the press and literature that hackers are trying to access medical devices (and the regulatory environment to prevent this):

http://nwoobserver.wordpress.com/2010/05/26/rfid-chip-implanted-into-man-gets-computer-virus/
Sutter, J.D., 2010, Scientists work to keep hackers out of implanted medical devices: CNN, 16 April 2010.

Halperin, D., Heydt-Benjamin, T.S.,Ransford, B. and 6 others, 2008, Pacemakers and implantable cardiac defibrillators: software radio attacks and zero-power defenses: Proc. 2008 IEEE Symp. on Security and Privacy, 14p.
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and of reports about “RFID Wars”:

http://www.engadget.com/2009/12/24/rfiddler-zapper-kills-rfid-tags-dead-the-hard-way/
or what appear to be completely unregulated “nonlethal weapons” such as TASER's and the Active Denial System (http://www.jnlwp.com; http://www.nap.edu/catalog/10538.html)

or microwave “car stoppers” (http://www.eurekaaerospace.com), which are sought by civilian police as

well as military, none of which even mention their impact on people with implanted medical devices.

Sincerely,
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