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1. Agenda

This note aims to introduce the readers with the basics of the IMS Call Session Control Function (CSCF). This note will also define the feature list of the CSCF node that can be targeted from a design and implementation perspective. Basic use cases pertaining to the ISC interface will be given in the form of service examples.
2. CSCF basics and architectural overview
The Mobicents CSCF will be a monolithic CSCF node that will encapsulate the functionalities of the P/I and S-CSCF nodes of IMS. However, from a conceptual viewpoint, it is important to understand the roles of the IMS CSCFs as mandated by the standards.
The IMS-CSCF is subdivided into three separate logical entities. As per the 3GPP standards, there are three kinds of CSCFs, namely:

a) Proxy-CSCF (P-CSCF)

b) Interrogating-CSCF (I-CSCF)

c) Serving-CSCF (S-CSCF)

This section will explain the 3GPP IMS CSCF architecture and how it maps to the proposed Mobicents CSCF solution. Having a clear understanding of both functional architectures is imperative for future design activities. 
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Proxy-CSCF:

The IP Multimedia subsystem defines the P-CSCF as the entry point for all IMS terminals (also called User Equipment or UEs). Whenever an IMS terminal (UE) initializes and boots (when it is switched on), it discovers its point of attachment to the IMS core network. The P-CSCF serves as this point of attachment for the UE. Hence, the 3GPP standards refer to this procedure as the P-CSCF discovery procedures by the IMS UE. P-CSCF discovery usually takes place with the help of pre-configured DNS and DHCP servers. The IMS UE may ask the DHCP server to return a fully qualified domain name (FQDN) of the P-CSCF. Then based on the FQDN received, the IMS UE initiates a DNS query to resolve the IP address of the P-CSCF. This IP address of the P-CSCF is maintained by the IMS UE for the entire lifetime of its IP attachment with the network. 
The P-CSCF discovery process ensures that the IMS terminal gains IP connectivity (due to PDP context establishment) for future exchange of SIP signaling, and is aware of its home domain P-CSCF. Once the P-CSCF has been discovered by the UE, the IMS UE initiates the procedures for registering with the IMS core network. This is achieved by sending a SIP REGISTER request to the P-CSCF, which always acts as the outbound proxy for the IMS UE. The P-CSCF plays an important role in facilitating the IMS registration process, especially by setting up IPSec Security Associations (SAs) and maintaining them with the IMS UE for the duration of the registration. 
However, the P-CSCF does not act as a SIP registrar server. It forwards the registration request to the next IMS node, which is the I-CSCF. 

Interrogating-CSCF:

The I-CSCF behaves as a location server of the IMS core network. Its major functions are to select the appropriate registrar server for a given UE (that is trying to register), by consulting the HSS (Home Subscriber Server), and forward the request to the IMS registrar (which happens to be the S-CSCF). The interface between the I-CSCF and the HSS is the Cx DIAMETER interface. The HSS returns a set of required S-CSCF capabilities if this is an initial registration request by the IMS UE. Based on these capabilities, the I-CSCF selects the appropriate S-CSCF. However, if the UE is re-registering, the HSS will return the S-CSCF name to the I-CSCF, and the request can be forwarded directly to that S-CSCF.

Other functions of the I-CSCF include the interception of incoming IMS call session requests from other domains, selecting an appropriate S-CSCF for terminating IMS sessions, and maintaining a distinction between trusted and non-trusted IMS domains. Eg: Mobicents.org is a trusted domain for nist.gov. Thus all SIP signaling taking place between these two SIP domains is allowed to pass through without any additional authentication procedures. Whether a domain is trusted or not, is decided by Service Level Agreements (SLAs) between operators through administrative procedures and enforced at the I-CSCF.
The I-CSCF also acts as an entry point for session requests originating from legacy domains (PSTN) and terminating at the IMS core network.
For the basic procedures of registration, however, the I-CSCF selects the appropriate S-CSCF and forwards the REGISTER request to it. 
Serving-CSCF:
The Serving CSCF is a central call control node of the IMS core network. It acts as a registrar server, authenticates and authorizes the subscriber as part of his registration, maintains subscriptions to registration state, is responsible for sending out notifications on changes to this registration state, downloads and maintains the IMS service profile for each user from the HSS, charges IMS sessions (both post paid and pre paid), and performs IMS service control procedures. The S-CSCF interacts with the IMS services plane (SIP-AS) over the ISC reference point. 

Examples in the form of use-cases for the ISC reference point are given later in the document (Section 4). 
The Serving CSCF acts as a SIP User Agent Server (UAS) when it maintains subscriptions to registration state. It acts as a SIP proxy server when it is forwarding IMS session requests to the next hop SIP proxy. This is in addition to playing the role of a SIP registrar in the context of IMS. Thus, the S-CSCF is by far the most complicated node of the IMS core network. The S-CSCF also has additional tasks for charging the subscriber, maintaining per user service profiles and updating those profiles when necessary.
In certain error/exception scenarios, the S-CSCF is also responsible for contacting a media server for playing tones and announcements (busy tone, recorded announcements etc). 

One of the most processing intensive operations undertaken by the S-CSCF is the IFC (Initial Filter Criteria) processing logic. Based on the service profile of a particular user, the S-CSCF needs to evaluate a set of XML fragments (called IFCs), that hold the routing information for contacting a SIP application server that is hosting services (such as Presence). This IFC evaluation takes place for all initial SIP requests and standalone transactions, and it takes place uniquely for each subscriber. 

The Serving CSCF is also responsible for carrying out ENUM (Electronic Numbering) queries to decide upon breakout to the legacy PSTN domain. In IMS, it is possible for a subscriber to have a SIP URI and an associated TEL URL as part of his subscription. Thus, if the SIP request contains a TEL URL, the S-CSCF needs to find out whether this TEL URL resolves to an IMS customer, or whether this TEL URL resolves to a subscription in the legacy domain (PSTN number). In case, the TEL URL is that of an IMS customer, the ENUM query returns the appropriate globally routable SIP URI, that can be used for further routing decisions within the IMS network. However, if the ENUM query fails, the request has to be sent to the PSTN domain. Thus, for this feature to work, the ENUM server and its database has to be defined and configured correctly.
3) Feature list for the Mobicents CSCF (includes P/I/S-CSCFs)
Even though the Mobicents CSCF will be a monolith encapsulating the logical functions of the P/I/S-CSCF, the feature list below refers to the three CSCFs separately, so that these major features and procedures can be easily mapped from the standards:
A) IPSEC Security association management at the P-CSCF (Temporary SAs/Old SAs/New SAs). This will include the Security-client, Security-server and Security-verify header checks at the P-CSCF in addition to integrity protection checks.
B) Registrar functionality at the S-CSCF including implicit 
registrations (Some checks enforced at the P-CSCF for registration 
procedures as per the standards)
C) Subscriptions and Notifications (maintenance of context for the 'reg' 
event package at the S-CSCF) (Actors: UE/P-CSCF/SIP-AS) 

D) Subscriptions and Notifications extension: Maintaining the implicit 
subscription of the REFER event package at the S-CSCF. 

E) Initial Filter Criteria processing (originating and terminating) and SPT 
matching at the S-CSCF. 
F) User Profile management and updation (PPR) at the S-CSCF / other 
procedures towards HSS. 

G) Topology hiding (THIG) at the I-CSCF (THIG shifted to I-BCF Rel-7 
onwards). We can skip this.
H) Ma reference point routing due to pre-configuration of PSI sub-domains at 
the I-CSCF. 

I) Session initiation/modification/indirection/termination procedures 
at all three nodes (INVITE/RE-INVITE/REFER/BYE) including the 3-way 
handshake for media negotiation ( SDP offer answer model) 

J) Forking requests (only if point 19 is not being implemented)
K) ENUM query support for breaking out to PSTN from IMS (BGCF function) 

L) Selection of the appropriate S-CSCF at the I-CSCF on the basis of the 
IMPU/S-CSCF capabilities or PSI. Interaction with HSS needed.
M) Optional third party registration procedures at the S-CSCF (towards the 
SIP-AS). Decision to be based upon the IFC sets received from the HSS which will help decide which SIP AS to contact for TPR.
N) Special handling for interactions between the S-CSCF and a B2BUA( 
Original Dialog Identifier). More study needed from standards.
O) Media parameter checks at the P and S-CSCF to enforce local policy 
(SBLP). Local policy (allowed media codecs etc) to be exposed either a MBEANS or read from a property file.
P) Pager mode and Session based messaging through the IMS core, proxied by the CSCF.
Q) Identification of inter-dependencies between the three major functional 
verticals of the CSCF: Registrar, Subs/Not and Session initiation. (Eg: 
Sending notifications upon user-initiated deregistration, dropping all 
active call sessions on network initiated deregistrations, information 
needed by the Charging Trigger Function (CTF) from all three logical 
verticals etc). This will help finalize the SBB local object interfaces between the major modules, and SBB local object callback interfaces (if needed).
R) Charging (offline common to all), and Online charging (S-CSCF only)

S) Negative scenarios and error conditions (Exception handling procedures). These will need to be listed separately.
T) Security mechanism support at the CSCF (dependency on the HSS): 
AKAV1MD5, AKAV2MD5, Digest MD5 and SIP Digest.

U) GRUU management for registrations and Subscriptions/Notifications at the S-CSCF. 

V) Maintenance of user profile at the S-CSCF downloaded from HSS. Will need a fast XML parsing module and maintenance in MySQL/ HSQL DB tables (also using JPA/Hibernate)
W) A separate logger for the CSCF.

X) DNS query support at the CSCF.
4. ISC reference point: A discussion and examples:
The IMS Service Control (ISC) reference point is shared between the S-CSCF and any SIP-AS as per the IMS architecture. 
As the name suggests, the ISC reference point is used by the S-CSCF to trigger IMS services that may be hosted on one or more SIP application servers. The application servers are invoked based on the evaluation of initial filter criteria (explained earlier in the document). 

A central concept of IMS service control is the ability to provision, identify and use a Public service Identity (PSI). A public service identity is used to identify a service or a group of services hosted on a SIP application server. This is synonymous to IMS public user identities (IMPUs) that are used to identify the subscriber during call control.
Apart from PSIs, SIP application servers can be invoked based on other criteria as well. Examples include: Registration state of the user (wake up call service), call control error scenarios (Voice mail service) etc. 

However, from the point of view of understand this central concept of IMS service control over the ISC reference point, the salient features of PSIs are enlisted below:

A) Salient features and the concept of a PSI:
1) Upon creation, a PSI should be unique. A PSI may be created and 
configured by the operator (Representing a service that the carrier provides 
to his customers only). 

2)  Only the username part of a PSI is definable within a predefined 
hostname(s). 

3)  Dynamic creation and retrieval of a  PSI should be possible by the UE 
from the SIP AS (Ut reference point). Eg: A  group management service involving 
the creation of a closed user group / personal network through a GUI : 
myFamily@domain, myFriends@domain. Such a closed user group PSI can be used 
for the invocation of a group conferencing service, video sharing service, 
shared whiteboard service etc. Hence the maintenance of a closed user group 
acts as a service enabler for other services. 

4) A PSI can be used as a trigger point for IMS service control by including 
it in the user's service profile. Such PSIs are called statically configured 
PSIs and are available in the domain of only that IMS operator and his 
customers (Related to point 1). 

5) It should be possible to create, manage and delete PSIs by the operator 
through a service management point provided by the HSS through O&M 
procedures. Such PSIs are called Distinct PSIs. Eg: When a new service is 
added to the user's service profile after service provisioning, or when a 
service is deactivated by the operator etc. 

6) It should be possible to create and delete Wildcarded PSIs (representing 
a range of PSIs) through a management point provided by the HSS. (O&M 
action). Wildcard PSI can represent chat services (Eg: chat_room*@mobicents.org), where * = 1,2,3….n.
B) PSI routing scenarios in IMS (over the ISC reference point):
The functional split of the 3 CSCFs has been preserved here only from the point of view of understanding these procedures.
1) For an originating call, the S-CSCF would evaluate the 
originating-IFC for A-party (calling party), match the relevant service trigger point (SPT = Request URI = PSI) and route the request to the SIP application server hosting the 
PSI. 

2)The I-CSCF may route an incoming request for the terminating call leg 
directly to the SIP-AS, without querying the HSS. The PSI is configured 
statically in the I-CSCF in such cases. The I-CSCF is able to resolve the SIP-AS hosting 
the PSI by performing a DNS lookup. This is  also referred to as PSI 
sub-domain routing at the I-CSCF. 

3) In some cases, the I-CSCF queries the HSS against the PSI. The HSS returns the S-CSCF name/capabilities against the PSI supplied. The I-CSCF forwards the request 
to the S-CSCF which then performs normal IMS service routing procedures 
towards the SIP-AS. This scenario is provided for cases where the network is 
distributed, and there are multiple CSCFs in the network. Not all SIP 
application servers may be accessible from every S-CSCF. Hence the HSS query 
is performed at the I-CSCF to route the request to the correct S-CSCF for 
further routing. Such PSIs whose information is available at the HSS are 
called globally routable PSIs. 

A SIP AS hosting the PSI along-with the PSI entry in the HSS is called a PSI 
user. 

4) The S-CSCF may perform a DNS query and forward a request to the I-CSCF of 
the domain where the PSI is hosted. (inter-domain services).
5) The SIP-AS hosting the PSI can initiate a request (originating UA 
behavior) towards the IMS core. Eg: Voicemail playback service, SIP wake up 
call service etc. In case of originating UA behavior, the SIP-AS will need 
to append an orig parameter in the topmost route header to aid the IMS core 
to distinguish this as an AS originated request at the S-CSCF.
6) The AS may need to query the ENUM server (in case of tel numbers) and forward the 
request to the destination. Eg: If a reminder / calendar service is requested by a customer who has only provided a telephone number. 

7) The concept of an original dialog identifier is defined in IMS for the ISC reference point. The Original dialog identifier is a token that is inserted by the S-CSCF, in its own URI in the Route header field, while forwarding the request to a SIP AS over the ISC reference point. This is done as an insurance, to identify whether the SIP AS is a B2BUA or not. The token helps the S-CSCF identify the original dialog, in case the SIP AS acting as a B2BUA originates a separate INVITE request on a new call leg.
C) Special service scenarios triggered by PSIs (from a SIP AS perspective)
1) A short MESSAGE addressed to a PSI: myFamily@chatserver.mobicents.org will 
result in the broadcast of the Instant Message to all the members of the closed user group. 

2) An INVITE addressed to a PSI: myFriends@videoshareserver.mobicents.org will 
result the SIP-AS to host a video share session, by inviting the members of  the closed user group to a multicast session. 

3) An INVITE addressed to a PSI myOffice@videoconfserver.rancore.com will 
result in the SIP-AS to invite all the members of the user group to a video conference hosted by the AS. 

Here 3 closed user groups are defined. 

Each Closed user group represented by a PSI can be associated with an IMS  service profile. The assumption here is that the IMS user has 3 service profiles: Family, 
Friends and Office. A closed user group PSI is associated with each service 
profile. The PSI sub-domain (chatserver.mobicents.org etc) can be used by the IMS-core 
for DNS based routing, PSI sub-domain routing or normal iFc based routing as 
desired by the operator. 

------------------------------------------------------------------------------------------------------------
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