QE-BOK quality Engineering-Body Of knowledge
Education

Continuous Integration for

Staged Build (for Java)

Productivity Innovation Lab,
NHN Corp

2011.12

ISI=1~]



1. Course Introductior
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1.1 Objective

% Understand NHN Quality Criteria
% Understand CI / Staged Build

% Learn how to set up Hudon(Jenkins) and mandatory plugins
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1.2 WHO AM1

+» JunHo Yoon

% Work Experience

= 2008~ Productivity Innovation Lab, NHN
= 2004~2008 SW Laboratory, Samsung Electronics

% Areas of expertise

= Software Engineering in SW Development Wide
= Enterprise Web Application Development
= QOpen Source Project
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2. Staged Build

B Y




2.1 Broken Window Theory
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2.2 Continuous Integration(CI)

S
log
< %,
Developer 1 '

Q commit \\: polling \\: Deploy
Q Q
@/ & &

Developer 2 SVN CI Server Test Web
Repository Server
Build
Q Test
Analysis
@/ Reporting

Developer 3
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2.3 Staged Build

Build Integration procedure which is repeatedly performed
to release working and tested SW at the end of each iteration

until the development finishes

ISI=I~|

= Advanced CI Usage

© [When features complete] Create Release Branch & )
Request Build / Checkout

® Poll the src repo Build & Deploym«‘nt System
Checkout the changes

Feedbac
Monltorlng ———

CI Server

Src Repo

B— |

4///*// :

(1 il

@ Scheduling
/ Checkout

J/ @ Src Checkout

@ Write code ® Developer ® Commit Integration Release
/ Unit Test Build Build Build Build
- Repeat until features complete . .
Continuous Integration
J

Small Release
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2.3 Staged Build

Commit Build

Builds which is performed in the separated build server

whenever code repository changes occur to detect changes
collisions from several developers.

When * Schedule : Whenever developer commit changes info source repo.
» Be able to change pooling timing(10min?)

e Duration : within 10 min for build and test.

What

Detect collision b/w changes from several developers.

* Execute all unit tests developed by several developers

- Tests which is independent from DB, Platform, Network,
- DAO CRUD tests (if necessary)

* Perform code reviews on major changes

Post- Build success

Condition + All passed unit test
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2.3 Staged Build
a Integration Build

Builds which is performed in the separated build server periodically

with more advanced integration test and code analysis

When

Schedule : Daily(Nightly). Change the interval if necessary.
Duration : with 2 hours

What Configure build env and compile

Run unit and integration tests with real server like test environments.

- Tests dependent on middleware.
- DAO CRUD tests / Automated UI Test
- long time taking regression test

Run code analysis

- Coding Convention, Code Coverage, Static Analysis,
Duplicate Analysis, Cyclomatic Complexity

(When finishing dev scope) Perform dev team own sanity test

Build success

« Satisfy Quality Practice Criteria
- Coding standard conformance rate, code coverage, static analysis defect rate

(When finishing dev scope) More than 90% pass rate of sanity test

Post-

Condition
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2.3 Staged Build

Why separate commit build and integration build

Maximize CI Server operation efficiency

v' Commit build is performed to detect collisions of committed code from
several developers. Therefore fast feedback is necessary.

= Minimum build activity
= Needs to be real-time.

v Integration build is performed with full analysis and test to detect more
defect behind. It takes time.

= Maximize build activity
= Not needs to be real-time.

= By separating them,
Minimize CI server load and Give fast feedback to developers.
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24 Quality Practices
Mandatory Practices and Optional Practices

< Quality Practices

= The minimum quality activities performed by NHN developers

to guarantee the defect less SW

= Enforced from 2009

Mandatory Practice Optional Practice

Code

Code Static Coding Dulicati
uplication

Coverage Analysis | Convention

Code Cyclomatic

Review Complexity Analvsi
nalysis
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2.4 Quality Practices

Mandatory Practice - Code Coverage

< Should perform developer’s automated tests and check the code

coverage to improve code quality

= Test should be measurable and repeatable.

= Test coverages from not only Unit Test but also Integration test

can be accumulated.

Statement A. Tested Statements
Code Coverage(%) B. Statements COV<30%  30%<COV<50% 50%<COV<70% 70%<COV
A/B*100
Bl A. Tested Branches
Code Coverage(%) ' COV<20%  20%<COV<40% 40%<COV<60% 60%<COV
A/B*100 B. Branches
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2.4 Quality Practices
Mandatory Practice - Static Analysis

< Should remove Static analysis defects found by Static
= Run static analysis tools and review the defect found.

= Run static analysis tools again when finishing development and

Find out the status of defects remained.

Static Analysis
Defect Density
(Count/KLOCQ)

Weighted count of

(rjeerpeaclped SEIE EITElEI 6<Density 4<Density<6 2<Density<4  Density<2

A/B*100 B. Total LOC
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24 Quality Practices
Mandatory Practice - Coding Convention

% Should confirm NHN Coding Standard to keep the same style

in newly created and modified code.
= Using the Custom NHN checkstyle extensions(Java)

= Using the N'SIQ CppStyle (C/C++)

Count of files

; A.
Coding Standard in which no violation

SN RS e s CSCR<30% 30%<CSCR<70% 70%<CSCR<90% 90%<CSCR
(CSCR /%) B. Count of total checked
A/B*100 ’ files
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24 Quality Practices
Optional Practice - Code Review

< Review the newly created and modified code

= How : Choose one of offline or online review
= What : Define criteria which code will be reviewed

= Review code as much as possible. However not mandatory.

| Metrics | Measures | Red | Yellow | Green | Gold

Code Review A Total LOC of files
reviewed

) 9 0 ) 0 0 o/ <
i%il(ég B. Total LOC of CR<30% 30%<CR<60% 60%<CR<80% 80%<CR

modified or created files
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2.4 Quality Practices

Optional Practice - Cyclomatic Complexity

< Identify the complexity code and Reduce complexity
= Find out complex methods which need to be refactored using tools
= Check the test coverage of complex methods

= Reduce complex methods. However not mandatory.

A. The count of Not measured
CC=30 rate (%) CC>30 method or o .
= A/B B. The count of total  Not meet org Hlest e gesl < 05% = 0%
methods goal

= Cyclomatic Complexity : Simply the count of if / while / for

statements per method
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24 Quality Practices
Optional Practice - Code Duplication Reduction

% Reduce and Refactor duplicated code.

= Identify and prioritize highly duplicated code and refactor them with

generalization/reuse/abstractions.

= Each project can perform Code Duplication Reduction based on their own
decision,

Code Duplication Reduction is not the mandatory subject to be collected.

<+ Recommendation

= Reduce High Prioritized Duplicated code

= Reduce Normal, Low Prioritized Duplicated code by each own decision

50>Duplicated Line 25<Duplicated Line<50 Duplicated Line<25
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24 Quality Practices
Overall Rating Criteria

% Code Quality(CQ)?

= Indicator to determine the result of Quality Practice performance

efficiency

= Varies from development area.

< Code Quality Rating Criteria (e.g : Portal service)

Code Coverage 30
Coding Standard Conformance Rate 20 CQ<20 20<CQ<40 40<CQ<50 50<CQ<70
Static Analysis Defect Density 20
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3. Hudson/Jenkins
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3.1 Quality Practice on CI

Coding

Convention

Code
Duplication

Static

. Analysis
Analysis

Cyclomatic Code
Complexity Coverage
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3.2 Quality Practice on CI
N Tool support

Checkstyle

/ N’'SIQCppStyle

NISIQ Clover

Collector Bullseye/Gcov
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3.2 Quality Practice on CI
With Hudson

All tools are executed or collected by Jenkins

Checkstyle

N’'SIQCppStyle

Hudson / Jenkins
Extensible continuous integration server

N'SIQ Clover

Collector Bullseye/Gcov
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3.3 Hudson Introduction
About

L)
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Jenkins monitors executions of repeated jobs, such as building a software

project or jobs run by CFOIN. Among those things, current Jenkins

focuses on the following two jobs:

Current Jenkins focuses on the following two jobs:

= Building/testing software projects continuously
= Monitoring executions of externally-run jobs

@ Hudson - Microsoft Internet Explorer 0 8 e
Fie Edit View Favorites Tools Help ';'

i
Address | hitp: kohsuke sfbay hudson/ - Go

Hudson ENABLE AUTO REFRESH
;_' New Job_ All | 1ax-WS | JAXE  Tango  java.net  + .
7 Configure Job Last Last Last

Success Failure Duration

[

Fay PReload Config = .

- g Commeon annotations 4 days (£16) (QEI'IS'I)DI'IthS 39 seconds @
Build Queue _ 6 th 10_ th

months months
hudson S @ = (211) z2) 59 seonds ()
jaxb-ri = X
e g dtd-parser (EEI'IB'I)DI'IthS /A 1 minute @
Build Executor Status —
No. Status . W 28 days 1 month : @
Q fi (£586) (£567) 7 minutes
1 Idle
2 | Idle g fi (weekly 6 days (£53) E-E_S%E)VS 5 minutes @
3 Bui\dinﬁ ]'avanEt-maven-regn;imrg-daemnn 2896 | (Q -
3 4 hours N

4 | Building jaxb-ri 23181 ® glassfish (£104) 1 day (£88) 1 hour @
5 | Building aglassfish 2105 [ i D hudson ?ﬁn;lonlL;tas N/A 1 minute @
g Idle —
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3.3
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Hudson Introduction

Hudson vs Jenkins

Hudson [Qsearch [OMEECIEE
Hudson A X #7|
7484 # NHN Test Automation Framewd
ﬁ —— # Home : hitps:
s =78 All | Care  Plugin  STAF Services | Tests
s w el Ho 4 FH2 2 N7
g0 85 —
dE of7] #50| glauch g ntaf-acceptance-test 13 hr (#125) - 34 sec
HIE H! ﬂﬂ —
# JTe 0 ntaf-eclipse-plugin 11 hr (#121) 29 days (#81) 13 sec
107 5 _
2 o7 = g ntaf-hudson-plugin 12 hr (#78) 2 mo 19 days (£5) 30 sec
@ ntaf-main-module 13 hr (#792) 2 days 4 hr (£783) 2 min 47 sec
d
T
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3.3 Hudson Introduction
Jenkins Creator

Kyosuke
Kawaguchi

Jenkins
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3.3 Hudson Introduction
Hudson History

«* From Summer, 2004
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aFLE RBEE ®TW

ETulen]

Hudson - Mozilla Firefox

Fyaw-0@ YA U

AT

000]

a3

¥ [CL

® bL =2 @ - g ) [ Wit/ fkohsuke sthay/hudsons

!:Em file:/ /e /kohsuke/ MyK20 Projects/h [D hudson:

% New Job

% Configure

Build Queue

jax-fast

jax-fast-2.0

jaxb-ri

Build Executor Status
No. Status

1 Building jaxb-ri #397

0000000000 OO®O®

Job

ava.net cvs keep-alive

ava.net log processor (daily

jawa.net log processor (weekly)

ava.net mail sutormation

avanet version check

avadoc

ax-fast

ax-fast-2.0

axh-ri

msv_nightly

stapler

txw

xs0m

Last Success

25 minutes (#£389)

g hours (#4)

4 days (#1)

2 hours (#20)

20 minutes (#319)

10 hours (#19)

30 minutes (#3543

1 hours (#134)

43 minutes (#3961

19 hours (#9)

7 days (#39)

7 days (#9)

10 days (#6)

Last Failure

P

NAA

e

P

& days (#1860)

1 days (#18)

1 days (#335)

36 minutes (#135)

1 hours {#393)

NAA

9 days (#38)

7 days (#6)
NAA
2| for all

EMABLE AUTO REF]

Last Duration

1 seconds

1 minutes

4 rninutes

0 seconds

3 seconds

11 rninutes

9 rinutes

& rninutes

6 rinutes

15 minutes

17 seconds

44 seconds

1 minutes

EER| for failures

|
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3.3

% 2006
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Hudson Introduction
Hudson History

[&)

Hudson - Microsoft Internet Explorer

008|

File

Address @ http: ffkohsuke, stbay/hudsonf £z
&

Edit View Favorites

Tools  Help

[7]

Hudson

1;’ New Job

'“ Configure

@ Reload Config

Build Queue

hudson

jaxb-ri

Build Executor Status

No.

1
2

w

= ]

e
e

Status

Idle
Idle

Eluildinﬁ ]'Elvanet-maven-repusitugg-daemun £826 Q

Eluildin% !'axb-ri #3181
Building glassfish #105
Idle

e
Q

ENABLE AUTO REFRESH

All | 1a%-W5 | 1AXB  Tango | java.net | +

Job Last Last Last
Success Failure Duration
@ Common annotations 4 days (218) {er;)unths 35 seconds @
6 months 10 months
Q@ o= (£11) (£2) 59 seconds ()
Q dtd-parser {Gﬁrgi:mths NfA 1 minute @
" 28 days 1 month . @
Q fi (£386) (£367) 7 minutes
a fi (weekly 6 days (£53) g'gsdivs 5 minutes @
alassfish 4 hours 1 day (288) 1 hour ®
(#104) i}
4 minutes -
Q hudson (£201) NfA 1 minute @
. ~ 12 days 16 days @
Q istack-commons (£19) (£5) 14 seconds
a japex 3 days (£55) 9 hours 1 minute @
£330 1264)
iava-ws-xml community 4 minutes 10 hours - @
Q discussion updater (2£16146) (#16125) L Minute
: 18 hours
Q ava.net acl processor (£162) N/A 0 seconds @ |_"

® Internet
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3.3 Hudson Introduction
7 Jenkins History

» Jan. 2011. Divorce from Oracle

= OQOracle: "you do it our way or highway”

= Community chose highway: 214 to 14

v' That's when we became Jenkins

m Estimated Oracle mJenkins ®QOld Hudson
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Hudson Introduction
Usage All Around the World
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34 Hudson Features

= Easy installation

= Easy configuration

= Change set support

= Permanent links

= RSS/E-mail/IM Integration
= After-the-fact tagging

= JUnit/TestNG test reporting
= Distributed builds

= File fingerprinting

*  Plugin Support

= Easy plugin development environment support
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34 Hudson Features
Layout - Overall

&Y =earch

Hudson = All

1.;* New Job

. All | Projectview  +
& Manage Hudson ]

EMABLE AUTO REFRESH

@add description

Mo builds in the queue.

Build Executor Status
# Status
1|1dle

2 Idle

s W Job | Last Success Last Failure Last Duration MHMN Project
ﬂ FPeople
. Q @ Samplel 1 mo 14 days (£32) 1 mo 15 days (£25) 1 min 4 sec @ DUHSDZHE
= Build History '
. Icon: S ML
9 Delete View - Legend & for all a for failures & for just latest builds
Build Queue

ISI=I~|
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34 Hudson Features
Layout — Project

Hudson =191 | et

Hudson = ntaf-main-module T Hay #H3|

‘ * Back to Dashboard

\

1

1

1 1

l_-Stntu: |

Q, .

1 = Changes X
| — X ’ N 7

1

1

1

1

1

1

Project ntaf-main-module

« NTAF Main Module
« FitNesse version : 20090828

(=== 1 ®Disk Usage: Workspace 157MB, Builds 3GB
: 5 shemiege Popnt : Coverage Repart ' { - e i ’ :
Loverage Report 1

g ! Disk Usage Trend !

: 5 N'SIQ Collector : - : : 9 1

. _ _ === I g 250 :

'[_] SubversionPolinalea |, - NSIO Collector = -

e \‘ : & : I% 150 :

m Build History (trend) | | : Last Successful Artifacts i :E . s |11 :

1 ! "

@ #792 2010.8. 25 @ 2:01:32 BMB |, :@ o ntaf-core-20100731- ' 1% 0 —=workspace !

@ #7591 2010.8.24 @ 2:01:32 gMg |1 | SNAPSHOT. jar 4~ e '

' o ntaf-fitlibrary- I 0 X

@ #790 2010.8.23 2% 5:33:38 BMB |! , 20100731- X ! ; _ I

. ! SMNAPSHOT.jar & 1 ) ) 1

@ #789 2010.8.23 2% 5:20:38 BMB || ! o ntaf-fithesse-201007314 | Tast Rasult Trend !

@ #me v norsos aw | | T T e le——
e e e e e e ’ N . e e e e e e e e e e e e e 4 \\ _____________________________________________
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34 Hudson Features
Structural Architecture

% Conceptual == Physical layer

=

Build?2

JODB

Build3

: Nfe]e]®:

% Each concept is mapped to Object.
% Each object keeps its persistency with XML

Hudson hudson = Hudson.getlnstance();

((AbstractProject)hudson.getJob("jobA")).getBuildByNumber
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34 Hudson Features
Runtime Architecture

Scheduler Build

CheckOut/Update

BuiIder:She”

Workspace

*

n
a
L .
L4 .
|
e a -
[

Recorder:CheCkStyle LLLA PostBuild

L4
n
..
*

Recorder:ClOVGF

.

Notifier EMa ||
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Hudson plugins

More than 400 plugins

ISI=I~|

Source code management

Build triggers

Build tools

Build wrappers

Build notifiers

Slave launchers and controllers
Build reports

Artifact uploaders

Other post-build actions
External site/tool integrations...

~ ClearCase Plugin

File System SCM Plugin
Mercurial Plugin

Perforce Plugin

Harvest Plugin

Team Foundation Server Plugin
Template Project Plugin
Accurev Plugin

CVS Plugin

* For more details refer

http://wiki.hudson-ci.org/display/HUDSON/Plugins 7ed Build for Java



http://wiki.hudson-ci.org/display/HUDSON/Plugins
http://wiki.hudson-ci.org/display/HUDSON/Plugins
http://wiki.hudson-ci.org/display/HUDSON/Plugins

3.5 Hudson plugin
Hudson plugin developed By NHN

Hudson QD Plugin : Sync collected metric with Quality Dashboard

= Hudson N'SIQ Collector Plugin  :show LOC, Complexity collected by N'SIQCollector

= Hudson Klocwork Plugin : Show static analysis result analyzed by Klocwork
= Hudson NHN Auth Plugin : Make hudson authenticated using MyNEXT ID
= Hudson CovComplPlot Plugin . Show Coverage/Complexity relation graph

= Hudson SimpleUpdateSite Plugin : NHN Custom Hudson Plugin updatesite
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3.6 Hudson and QualityDashboard

Manager Needs

'wr Steve Jobs.
"d like to see all apple

Projects Status in 3 big

Pictuvre,
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3.6 Hudson and QualityDashboard

Quality Governance

® 45 & ) 18 &
o= u) S TEINE=S Code I HEE Code
Coality 5 Coverage
(S (Branch)
Y]
7 7 7
=
[EEaMH2] B 2011.08.30  ~ Tmo @8
= ==
g3 I A el = T
SEDBEZ A2 2011.08.22 763 @ 100 @
. m@E
Coverage4iBatis 2011.08.22 g532 100 @ as @
m@E
Markupstyle 2011.08,22 g3z W 100 @ 32.1
| I o]
SEDERZIAIAY 20110822 52,63 @ 100 @
ign Studic] CI7 -
[Design Studio] C| 2011.08.22 B, 4 91.47 i 0.33 i

10 EEEJ
Code
Coverage
(Statement)
sy

7

42.1

42.1

Quality Dashboard

ISI=I~|
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3.6 Hudson and QualityDashboard

Quality Governance

% Qualty Dashboard (http://nsig.nhncorp.com/)

% Each Hudson Project report its metrics to QD by QD plugin

LER

ZielEe || 2ol & Fohsim

SEALE

+ HOME I==4 800 Quality Dashboard
zzae| g NSIQ & Scha FIIE o FaxE &3 4Y
dxg d
O=xsA | Al Ei o| =i ok el agy ojalg
| (=A+B) (A) (B) A) (B)
24 1 0 1 0 0 0 0
BEE4d A 1 0 1 0 0 0 0
PMS >
T 17 6 11 2 4 5 1
BTS >
QAE|AE 17 10 7 0 10 0 10
= 2% 1 1 ] 0 1 ] 1
Excel 0|2 = 48 > = 4A =
Total 37 17 20 2 15 5 12
PP T T BN | 1 —— - RIS
ZRHMEYCIMY > Sha-A: | =an=
REL EUsIE  EuUAE | AYA syEe
SR a-R=F]
(R) TEE 75 "al 5
£ crr 7S paEs 13“ v
(%) (B) THBIZIZ WoIE II5 B 5
- o 100 () BE F48 agl(R A B8) 1774
] CCSCR | IL BEE ETE o 89.47 2010.08.24
(%) (B)SE Cid MR HEE B 5 1974
| (A) | ~E W& Branch 250 74
C-COvVB | Code Coverage (Branch) ] 523  2010.08.24 - :

ISI=I~|

[LTR)

Z2HE
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4.1 Install Hudson
Download

%+ All Instructions are available in

= http://dev.naver.com/projects/hudsonedu/wiki/Javad AT EHE

/

<+ Hudson Download

= http://hudson-ci.org/downloads/war/

= Download 1.395.1 version

<+ Tomcat Download

= http://tomcat.apache.org/ =» Tomcat 6.0 =

Binary Distributions =» Core zip link

= Download and unzip

I\| - |\| 42 / Staged Build for Java


http://dev.naver.com/projects/hudsonedu/wiki/Java
http://dev.naver.com/projects/hudsonedu/wiki/Java
http://hudson-ci.org/downloads/war/
http://hudson-ci.org/downloads/war/
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4.1 Install Hudson
Startup Hudson

= Put the downloaded hudson.war into {TOMCAT_HOME}/webapps
=  Run ${TOMCAT_HOME}/bin/startup.bat(win) or startup.sh (linux)
= Open http://localhost:8080/hudson and see the following page

Hudson

Hudsondll 241 #E #gehch Alxfstais M S E ohEof FAZ| Higdc)

o7l |5
ohz| #=ol giguct
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http://localhost:8080/hudson

4.1 Install Hudson
Configure System menu

% "Manage Hudson” = “Configure System” : Hudson Global Configuration

u Setup general HUdson ;V\J EEEE:QEEE glosl:aelrr;ettings and paths.

b‘_ﬂ Reload Configuration from Disk

enV Configu ration W Discard all the loaded data in memory and reload evy

config files directly on disk.

Manage Plugins

u Setu p Bu ild TOOI Option "’-\ﬁ Add, remove, disable or enable plugins that can exte
-

(Maven, JDK, Ant, She”) and I %‘m%ﬂmnmcntal information to assist

System Log
System log captures output from jawva.util.loggin

Configure the plugins’ global behavior

(Ant, Maven, JDK only) Hudson CLI

Access/manage Hudson from your shell, or from you

Script Console
Executes arbitrary script for administration/trouble-sh

. . _&&_ Load Statistics o )
\/ Automatlca”y Insta“able g Check your resource utilization and see if you need n
AH00G0E
=
E—

.ll Manage Nodes
L Add, remove, control and monitor the various nodes

1A H =d
Stops executing new builds, so that the system can b
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4.1 Install Hudson
Setup JDK

JDK

10 installations

List of JDK installations on this system

= (Click Add JDK

% If JDK is already installed

1. Uncheck Install automatically
2. Put your own JDK label(e.g : jdk 1.6.0_25) in the “name” field
3. Put JDK path in JAVA_HOME(e.g : C:#Program FilesWJavaWjdk1.6.0_25)

<+ If JDK is not installed

1. Put your own JDK label(e.g : jdk 1.6.0_25) in the "name” field

2. Choose JDK version being installed

» Click “Save” button in the bottom
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4.1 Install Hudson
Setup Maven

Mawven

Maven installations Add Maven

List of Maven installations on this system

= (Click Add Maven

% If Maven is already installed

1. Uncheck Install automatically
2. Put your own Maven label (e.g. Maven 2.2.1) in the “name” field
3. Put Maven path in MAVEN_HOME(e.g. C:Wdev¥apache-maven-2.2.1)

<+ If Maven is not installed

1. Put your own Maven label(e.g. Maven 2.2.1) in the “name” field
2. Put Maven path in MAVEN_HOME(e.g. C:Wdeviapache-maven-2.2.1)

% Click “Save” button in the bottom

% You can setup Ant same way as Maven
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4.1 Install Hudson
SimpleUpdateSite Plugin

ISI=I~|

Enable each Hudson to connect Custom Plugin UpdateSite

Hudson Plugin Updates

Hudson Coverage/Complexity Scatter Plot

Plugln
[l Hudson Klocwork Flugin

7] [™) Hudson NHN Auth Plugin

[l il U Herns RET —allacdae Ploais

News

[MarkUp] "OI2HBEHAE =F =" £ S0

SPS Ul Z=HED CI HEES K[ESH= Plugin - FTLBuild...
[QP] Quality Dashboard =t QP &8 S MBS C[E..

[QP] Hudson Quality Dashboard Plug-In
IMETHAznn Trwarans/Cnmnlavibe Srattar Blnt =24

Install

1.1.0
1.4.0 =
1.0.0

09/17 =
09/17 |E|
09/08

09/07
nasfne

If you're using Jenkins, you can download it from Jenking update site.
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4.1 Install Hudson
SimpleUpdateSite Plugin

= If you have Admin permission, Hudson Plugin Updates
ShOW fO”OW|ng Hudson Coverage/Complexity Scatter Plot 1.1.0 | =~
PlugIn -

Hudson Klocwork Plugin 1.4.0

. . [[] [ Hudson NHN Auth Flugin 1.0.0
1. Select pluglns to be Insta”ed =1 i doHemm RS T Tl amdne Pilmia 1 7N -7
. D=

v N : New plugin
. News

v* U : Updatable plugin [MarkUp] "OI2ERY2NA =" 27 S 09/17 =
v . H H SPS Ul ZZMED CI HES A|&SlI= Plugin - FTLBuild... 09/17 (=

L: Already installed plugln [QF] Quality Dashboard &H QF TH ETAEE COE.. 09/03

[QF] Hudson Quality Dashboard Plug-In 09/07
IMPTHnAdzAn Trverana/ Tamnlawvibe Seattar Dlat =24 nasnes ~

2. (Click Install button

Installing Plugins/Upgrades

Preparation ¢ Checking hudson-ci.ora connectivity
# Success

Hudson Coverage/Complexity Scatter Plot Plugln 0 Success

Hudson Klocwork Plugin Installing
e
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4.2 Lab Introduction

= (Create Hudson Project

= Setup Sample Project Checkout
= Setup Unit Test

= Setup QP Tools

ISI=I~|
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4.2 Lab Introduction
Sample Project

% Sample project in dev.naver.com

= https://dev.naver.com/svn/hudsonedu/trunk
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4.3 Configure Hudson Project
Register new Hudson Project (Job)

Job name | MewlobMame_FleaselUseilphabetOnly

% Click “New Job" to register

. ) Build a free-style software project
new Hudson PrOjeCt This iz the central feature of Hud=on. Hudso

than software build.

) Build a maven2 project
Build a mavenz project. Hudson takes adva

K/
0’0

JOb Name ) Build multi-configuration project
. ShOUld be [a-ZA-Z] [a—ZA—ZO—9_]* - Suitable for projects that need a large num

) Monitor an external job

" Why?? This type of job alluw; you to recur;l the ex|
v Tt will be used as the folder name dashbhoard of yvour existing automation syst
in which code are checked out and built. | *' Copy existing job

Copy from

% Select “Build a free-style software project”

Create Hudson Project with “edu_XX"
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4.3 Configure Hudson Project

NHNProject Plugin

% NHNProject Plugin :

ISI=I~|

Provide and display properties which represent project characteristics

Hudson = TEST22

! Back to Dashboard
( /. Status

—= Changes

7 Workspace

e
'i:?_) Build Mow

@ Delete Project

P, Configure

udsonPlugin =
i Hud El TEST22

a3

Build History

[a [a :
o
al for all al for failures

Project TEST22

O HudsonPlugin TEST22
&, 50
[; /
Workspace
A

|—# Recent Changes
E—

Permalinks
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4.3 Configure Hudson Project

7
0.0

NHNProject Plugin

= Installable from SimpleUpdateSite

How to configure NHNProject plugin

MHMN Project Name

Project Type

Build Type

Assign NHN Project

Dewvi_enter

Flease refer here for the NHN proj

Sustainning

Integration Build

Assign your project name / project type / build type

ISI=I~|
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4.3 Configure Hudson Project
Sre Repo

% Specify source code repository

e —
Source Code Management
) None
@ subversion
Madul i -
odules Repository URL |https:ﬂhudsunedu-cpp.gauglecude.cum!_s_gn!branchasf{ﬁﬂﬁl SR E |®
Local module directory {optional) @

Add more locations... |

Use update

If checked, Hudson will use 'svn update' whenever possible, making the build faster. But this causes the artifacts from the
previous build to remain when a new build starts.

Rewvert |:|
If checked, Hudson will do 'svn revert' before doing 'svn update'. This slows it down, but will prevent files baing modified from
build to build.
Repository browser [ tq) = (7]

Specify your SVN repo
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4.3 Configure Hudson Project
Build Trigger

% Build Triggers : Set up the Hudson build start event

= Build after other projects are build
= Build periodically
= Poll SCM : Execute build when detecting source code changes(commit)

= Cron expression

Min Hour Date Month Week

E.qg)

Every minute > * * * * *

Every 5 min = */5 * * * %
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4.3 Configure Hudson Project
- Add Builders

= Build : Execute build command for various executor
v' Execute shell(Linux)
v" Invoke top-level Maven targets

» Put maven goals necessary to build maven project

= Eg) Invoke top-level Maven targets

Mawven Version | apache-maven-2.0.9

Goals clean compile

v Execute Windows batch command (Windows)

v" Invoke Ant : Execute ant target on ant build script

= Post-build Actions : Define tasks after build

v" Mostly import generated doc(e.g: xml) to Hudson for display

Specify maven goals ( clean compile )
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4.3 Configure Hudson Project

Build Now

% Not only scheduled build But also Direct build

Click "Build Now" on left panel
Show up new build with sequence in build history

Can check build status in Build History
v" Success Build 0
Unstable Build

- —-

v
v" Failed Build O
v

Canceled Build Q

Click Build Now

ISI=I~|
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4.3 Configure Hudson Project
Build Log

% Hudson shows build log almost realtime.

= Click Build in Build panel and Click Console Output

QConsole Output

Skipping 4,043 KB.. Full Log
1-12-14 16:12:46 [DEBUG] (MagicMat cher, java:556) testShaort()

Z011-12-14 16:12:46 [DEBUG] (MagicMatcher , java:582) testShort(): testing "424c’ against "fIfffffffffififa

Z011-12-14 16:12:46 [DEBUGE] {MagicMat cher , java:73) getMatchi)

2011-12-14 16:12:46 [DEBUG] {Magic, java:340) getMagicMatchiFile): trying to match: GIF image data
2011-12-14 16:12:46 [DEBUG] (MagicMatcher, java:161) test(Filel

Z011-12-14 16:12:46 [DEBUG] (MagicMatcher , java:168) test(File): testing "test.bmp’ for 'GIF image data’
2011-12-14 16:12:46 [DEBUG] (MagicMatcher, java: 170} test (File):

=== BEGIN MATCH INFO ==

2011-12-14 16:12:46 [DEBUG] {MagicMatcher, java:171)

mime type: imagesqif

descript ion: GIF image data

extension:

offset: 0

length: 0

test: GIFS

type: string

comparator: =

bitmask: 4294357235

2011-12-14 16:12:46 [DEBUG] (MagicMatcher, java:172) test (File):

=== END WATCH INFOD ====

See console output

ISI=I~|
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4.4 Enable Unit Test
Setup Unit Test Execution

% supports JUnit in nature for test result display

ISI=I~|

= (Click configure button in left panel

= Add test goal in "Invoke top-level Maven targets”

= Click "Publish JUnit test result report” in Post-build Actions

= Input result result xml file location)

Invoke top-level Maven targets

Maven Version | jnache-maven-2.0.9

N

Goals clean compil

test

Publizh JUnit test result report

Test report XMLs

*x[target/surefire—reports/*.xml

Fileset 'includes' setting that specifies the generated raw XML repaort files, such as 'myproject/target/test-reports/ . xml'. B
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4.4 Enable Unit Test
Unit Test Result

ISI=I~|

9 SAHR7| [& BowlingProject [Hudson]

Hudson

Hudson = BowlingProject

‘ Back to Dashboard

O, status

‘_;’__’ Changes

h Workspace

Build Now

@ Delete Project

/’: Configure

D Subversion Polling Lo

&% Build History (trend)

27
26
#5
24
#3
#2
#1

@
@
Q
Q
Q
Q
Q

2010

2010.
2010.
.1.18 28 10:26:44

2010
2010

2010.

1
1
i
.1.15 95 6:14:22
i
i

.1.18 2 10:30:22

.18 27 10:28:41
.18 27 10:28:09

LI5S 53%:13

.1.15 2% 5:04:38

2010

for all m for failures

rE(S)

=30) ~ @v

Project BowlingProject

Workspace

Recent Changes

Latest Test Result {no
failures)

Permalinks

Last build (£7), 12 sec age

Last stable build (£7), 12 sec ago

Last successful build (#7), 12 sec ago
Last failed build {#5), 2 min 26 sec ago

Test Result Trend

(just show failures) enlarge

Page generated: 2010. 1. 18 27 10:30:35

m_A‘_]H =]

.
®

Hudson ver. 1.340

G EZ o=y | B8 Do

-

Specify maven goals and enable “publish JUnit te

 100%
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4.5 Code Coverage with Clover
How Code Coverage works

public class HelloWorld {
Ta rg et Sou rce public static String nullPossibleString = null;
COde public static void main(final String[] args) {

System.out.println(helloWorld());

if (nullPossibleString.equals(null)) {

Instrument System.out.println("nullPossibleString is null.™);
}

}

public static 5tring helloWorld() {
return hello() + " " + world()};

}

Instrumented
Source Code

public class HelloWorld {public static class __CLR3_@_24n4ngbimreni{publi
public static String nullPossibleString = null;

Test public static void main(final String[d args) {try{ _CLR3_®_24n4ngbimr
__CLR3_@_24n4ngbimreni.R.inc(168);System.out.printlnChelloWorld()

__CLR3_@_24n4ngbimreni.R.inc(169);1f ((((nullPossibleString.equal
__CLR3_8_24n4ngbimreni.R.inc(172);System.out.println("nullPos

o }
F i | e Data ba se }}finally{__CLR3_@_24ndngbimreni.R. flushNeeded();}}

public static String helloWorld() {try{__CLR3_@_24n4ngbimreni.R.inc(l
__CLR3_@_24n4ngbimreni.R.inc(174);return hello() + " " + world(D;
}finally{__CLR3_®_24n4ngbimreni.R.flushNeeded();}}

Reporting

_|==conditional
~method
statement

Reporting

03 ra m = wn
I~ ~ r~ ~ r~
* * #* #* *
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4.5 Code Coverage with Clover
Various Code Coverage

= Function(method) coverage

= Statement(line) coverage

= Decision(branch) coverage

= Condition coverage — coverage for boolean sub expression

= Condition / decision coverage — Decision + Condition Coverage

% Mandatory to measure Statement or Branch(Decision) coverage in NHN

%+ Method > Branch > Statement >= Condition(?) > Condition / decision

http://en.wikipedia.org/wiki/Code_coverage
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4.5 Code Coverage with Clover

Question

ISI=I~|

public int foo(int x, int y) {
int z = y;

if ((x > 5) && (y > 0)) {

z = Xy

}

return x * z;

assertkEquals (49, foo.foo (7, 1));
Branch coverage?
Conditional coverage?

Statement coverage?
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4.5 Code Coverage with Clover
Modify maven build script

% Add clover plugin maven repo in pom.xmi

<pluginRepository>
<id>atlassian-m2-repository</id>
<name>Atlassian Maven 2.x Repository</name>
<url>http://repository.atlassian.com/maven2</url>
</pluginRepository>

% Caution!!
= Clover 3.0.2 is not compatible with Maven 3.X
= Clover 3.04 has lots of bugs

= Do not install project instrumented by clover into .m2 folder
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4.5 Code Coverage with Clover
Modify maven build script

% Add Clover build plugin in pom.xml

= Put following lines into pom.xml

<build>
<plugins>
<plugin>
<groupId>com.atlassian.maven.plugins</groupId>
<artifactId>maven-clover2-plugin</artifactId>
<version>3.0.2</version>
<configuration>
<licenselocation>../../clover.license</licenseLocation>
<generateHtml>true</generateHtml>
<generateXml>true</generateXml>
<generatePdf>false</generatePdf>
</configuration>
</plugin>
</plugins>
</build>
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4.5 Code Coverage with Clover
Modify maven build script

% Add Clover reporting plugin in pom.xml

<reporting>
<plugins>
<plugin>
<groupld>com.atlassian.maven.plugins</groupld>
<artifactId>maven-clover2-plugin</artifactId>
<version>3.0.2</version>
<configuration>
<includesTestSourceRoots>true</includesTestSourceRoots>
<licenselocation>../../clover.license</licenseLocation>
<encoding>UTF-8</encoding>
<jdk>1.5</jdk>
</configuration>
</plugin>
</plugins>
</reporting>

Modify your pom.xml
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4.5 Code Coverage with Clover
Maven goals

J/

% Clover2-Maven-Plugin Goal

“

clover2:clean Initialize Clover Database

clover2:setup Initialize clover instrumentation feature

test Run JUnit Test

clover2:clover Make coverage report under ./target/site/clover folder
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4.5 Code Coverage with Clover
Hudson Clover Plugin

% Install Hudson Clover Plugin

1. Manage Hudson =» Manage Plugins = Available Tab
2. Select Clover Plugin and Click install button

3. Restart Tomcat
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4.5 Code Coverage with Clover
Hudson Clover Plugin

/

% Setup Hudson Clover Plugin per Project

= Add Clover Goal into maven project

Invoke top-level Maven targets

Maven Version [ jnache-maven-2.0.9

Goals " clean clover2:clean clover2:setup test clover2:clover r

= Enable “Publish Clover Coverage Report” and setup like following

¥ pPublish Clover Coverage Report
Clover report directory ltarge:\site\clover\

Specify the path to the directory that contains the clover.xml report file, relative to the workspace root.
Clover must be configured to generate XML reports for this plugin to function fully.

Clover report file name [clover.xml

Specify the name of the Clover xml file generated relative to the Clover report directory specified above. If not spec

Coverage Metric Targets % Methods % Conditionals % Statements
|so |so |so
] |so |so |so

Configure health reporting thresholds.
For the row, leave blank to use the default values {i.e. 70, 80, and 80 for methods, conditionals and statements
For the @B and rows, leave blank to use the default values (i.e. 0).

Add clover goal and enable clover reports
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Configure

Clover report directory

Clover report file name

Code Coverage with Clover
Hudson Clover Plugin

Description

Specify Clover Report(xml) location
/target/site/clover in default

Specify XML report file name
cloverxml in default

After configuration, run “Build Now"

v" More than 2 builds with Clover, you'll see following

100+
90+

704
60 -
52 50

304

B0 +-

404

Code Coverage - 34.4% (782/2270 elements)

Methods 40.9% Conditionals 23.4% Statements 35.6%
— g e ﬂ

Clover Coverage Report
Dashboard

Coverage Reports > @
Coverage (Aggregate)
Test Code (Aggregate)
Test Results

Application Packages
com.naver.sports.cache (0%) L
com.naver.sports.common (32.7%) Iy
com.naver.sports.common.aspect (76.9%) v
RIS

= Conhditional
—method
—— statement

Classes Tests Results
Class Cov

AbstractBaseAction (88.9
AbstractCheckedException (100
AbstractExceptionTransiator (a0
ActionTestrelper (0%)
ApiResult (0%)
BaseSalMapDAO (76.1
BatResult (100
BusinessException (100¢
CONKeyUtils (0%)
CsVReaderHelper (0%),
CacheContentFactory (0%)
CacheContenthocel (0%),
Category (100°
ClassPathutiis (0%)
CommonPollBOImpl (0%)
CommonFollReacerbAOImMpI (0%)
Commont AGImp! (0%)
DAOExceptionTranslator (50%
DataAccessExceptionAdvice (76.5
DatabascException (100¢
Dateltils (72.1
DefaultExceptionHandler (100°
Enumbtils (0%)
ErrorCode (100
ExceptionContext (84% 4

‘Gamestatus (100¢ ¥

—— AL

Clover Coverage Report - Naver Sports Common Library 0.0.1
Coverage timestamp: % 81 23 2010 18:58:30 KT

Package File
FRAMES NO FRAMES SHOW HELP

Coverage 84 classes, 782 / 2,270 elements
30.0% I 1005

Class Coverage Distribution

Statistics for project Clover database ¥ B 23 2010 18:58:15 KST:

Stmts: 1,459 LOC: 6,674 Totalcmp: 713 Stmts/Method: 3.53
Branches: 398  NCLOC: 3,714 Cmp density: 0.5 Methods/Class: 4.52
Methods: 413 Files: B3 Avgmethod emp: 173  Classes/Pkg: 3.65

Classes: 84 Packages: 23

Test Results 168 / 168 tests 0.63 secs

Top 20 Project Risks

UserAgentInterceptor coveyutis newsecepsoraninginercestor
o acnac i epre

HPETeam

5 ServicaCs
k) 20
o
» \o | Coverage Tree Map
——— 0
[ Coverage 100%
Class Complexity
. .
40
. .
£ - 30
2} .
£ l . 20
5 .
LA o810
.
I o LI I , | LeastTested Methods
0% Coverage 100%

2. 0% CacheCt

1. 0% UserAgentInterceptor.Intercept(ActionInvocation) : String (45)

tring, Integer) : CacheContentMocel (10)

3. 0% CacheContentFactory.getContent(Map=<String, String=) : CacheContentModel (3)
4. 0% CDNKeyUtlls.requestToken(String)  String (9)
5. 0% Util Substring(String, nt,String) : String (8)

e e S S

Most Complex Packages
1. 25.5% [ com naver.sports.common.uE (105)
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4.6 Coverage / Complexity Graph with CovComplPlot

Overview

% Hudson plugin which shows Coverage / Complexity relation graph which

help the developer to choose the test necessary code.

/

< more complexity, more test!!

Coverage/Complexity Scatter Plot @

= e Ped Lad Lt
w1 L= w i} (%]
L L L L :

Complexity

—
=
L 2]

. i's .;;E“:: ‘
10 20 30 40 50 60 70 80 a0 100
coverage(®)

* Red marks indicate points out of the plot.

L=

|\| - |\| 71 / Staged Build for Java



4.6 Coverage / Complexity Graph with CovComplPlot
Install and setup Hudson CovComplPlot Plugin

= Installable from Official Jenkins Update Site
% How to setup CovComplPlot Plugin

= Enable “"Publish Coverage / complexity Scatter Plot” and choose coverage

report type

Fublish Coverage / Complexity Scatter Flot
Code coverage plugin used Clover El .ﬁ.

Assgin code coverage plugin from which Cov/Compl
scatter plot gets data.

Werbose [l

check if you want see detailed messages for diagnosis.

= (lick “Build Now"
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4.6 Coverage / Complexity Graph with CovComplPlot
Result

/
0‘0

7
0‘0

Graph

complexity

—_ = g Pa
= wm S

Coverage/Complexity Scatter Plot @

. e B S T L T
- Y LA T
10 20 30 40 50 60 7o i1 L1 100
coverage(®)

* Red marks indicate points out of the plot,|

Click each grid to see what methods are located in the each grid.

(0~4)
Hethod

getPercentilevalue{List < Double> Double) : Double
petStatusCountlist{List<Jiralssue> boolean) © List<liraStatistic>
getStrategyResultCountList{List < liralssue boclean) : List<JraStatistic
List < BteC:

ANESComipe ¥ & woid
setAliStslssueType(ListcBtslssuaTypes) ¢ void
setaliEsSratusList<BisStatus>) | void
sedliEgVersien(Lst < BlsVarsan=] | voud

setall 1) bars) : void
setdliCodeQuality Grade(List <« CodeCualityGrade = ) : vaud
getMemberinfol) : Map<5thng, Stnngs
updateProjectQualityMeasure(] : String
createSysiogiClass < 7> String, Object) : Syslog
deletefrojectMember) : String
updatefrojectMdestane() : String
deleteProjectQualityMeasurel) = String
insertProjectMember(] @ String
deleteProjectMilestonel) = String
ingertProjectMemberMulifList<FrojectMember ) : int
updatePrajectComment(] : Sinng
deleteFrojectComment() : String

{List« Proj

Coverage / Complexity Scatter Plot
Method list(2055) in the range of coverage (90%~100%) and complexity

Complexity

S A

BB b b BB BB B

Coverage(%)
S4.74
93.75
100
93,33
93,33
93,33
93,33
93.33
93.33
92,31

90,91

W W W

5
5
5
5

= wrivate void sethl btsStatuslist) {
try
. R T
Line 68, Col 3 statement exscu cinss):

b

= public
0

E private vold setBrsStatus(String btsProject 1D, List<BrStatus> btsStatusList) {
I (logger. isDebusEnabied())

for (Btstatus btsStatus | btsStatusiist) {
i i

ject10())) {
et (beeStatus

100

L obj =
obj .add{btastatus);

" et ID()):
lookipBitsStatus| tens. put (bt sStatus. getBtsProject I0(), obi):

else
List<Brsitatus> ch) = new Arrmlist<BtsStatuss(}:
obj . nckd{btsStatus)
BtsProject 10(). ohj):

F

13
F
¥ cateh (Eaeption o) {
- #.00tesse9e();
i (0 < lodkugltsst

Togger. infol "Bt
¥

tusitens. size()) {
Ma

nager ALl BtsStatus loaded. ... =« lockupbtsStatusitens. sized)):

Mp<String, L A
raturn lookusBitsitatus|tess:

Togaar. debus("btsProlectiD:” + btsProject 10):
Togger.detus("btsStatusList. size():” + btsStatusList.size()):

S8 Dk eI &

Enable CovComplPlot plugin

ISI=I~]
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4.7 LOC & Complexity with N'SIQ Collector
N’SIQ Collector

% General tool to measure code size and complexity

» What should Measure?

= LOC : Code without comments and blanks

= Complexity : Depends on each team decision

/7

% Measures excludes followings

= Patch or Code developed by other teams, open source, outsourcing...
= Auto generated code from Lex or Yacc.

=  Windows message loop which have higher complexity in nature
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4.7 LOC & Complexity with N'SIQ Collector
Install and setup N’'SIQ Collector

% Install N’'SIQ Collector

= Download N'SIQCollector binary

(http://dev.naver.com/projects/nsiqgcollector)

= Unzip the downloaded binary

% Install Hudson N’SIQ Collector Plugin

= Installable from Official Jenkins Update Site

Manage Hudson =» Configure System =» Configure N'SIQ Collector

v Input N'SIQ Collector executable location

Configure N'SIQ Collector
M'SIQ executable

C:\deviopen_source\nsigoollector\nsigeollector.exe
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http://dev.naver.com/projects/nsiqcollector

4.7 LOC & Complexity with N’'SIQ Collector
Install and setup N’'SIQ Collector

% Setup N’'SIQ Collector per Hudson plugin

= Configure = Add build step = Execute N'SIQ Collector

= Put relative path to be analyzed in Source Directory field

Execute N'SIQ Collector
Source Directory

= (Click "Publish N'SIQ Collector” in Post-build Actions

N'SIQ Collector {(LOC)

. T CESS—
v' Enable all checkbox in sub menu 220
i 160,000 : .girp
| = 140,000
Save 120,000 ’ J;szf
100,000 | Action
80,000 script
/
% Result
total : 104509, code : 67582 / » : Total, : m Code LOC Code LOC Dist
M 7] M " N'SIQ Collector (Complexity)
=  Click "Build Now 100 B e
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4.8  Static Analysis with Klocwork

Static Analysis

% Test vs Static Analysis

= Test = Test Case Execution Time + Defect Cause Analysis Time

= Static Analysis = Only Analysis Time

% Static analysis detects

possible defects

in build time like following

/

% Static analysis reports

the step how the defect is reproduced.

HetpClient client = getHttpClient();
PostMethod method = getDostMethod(rd, queryParameter, authorization);
client.executeMethod (method) ;

if ((method.gesStatusCede() / 100)
throw new GatewayException (000

CRuthTolUserParser parser = new DRuthToUserParser();

CRuthResult result = parser.parse (method.getResponseBodyRsStream());

if ([!™00".equals{result.getCod

T

throw new GatewayException("541");

reaultBind (rd, metheod, result);

return
} Loc. line: 87, column: 9
Code NPE.CONST
Message Null pointer dereference of 'parser.parse(...).naverUser' where null comes from constant
private vol Level Critical(1)
if ("o State Existing
Hez Status Analyze =l
£ Comment
) Error Trace
bi
] else 1D 0 : isValid() - src/main/java/com/naver/api/security/OAuthTollserManager.java
A 1. line 81 : [source] 'parser.parse(...).naverUser'
* -REFID: 1
2. line 87 : [sink] parameter 'result.naverUser’ of call to reaultBind(...)
} -REFID: 4
= 10 1 : parse() - sro/main/java/com/naver/api/security/parser/OAuthTolUserParser.java
1 1. line 38 : [source] 'new OAuthResult(...).naverUser'
1 -REFID: 2

2. line 57 : returned 'result’

private Fo 1D 2 : OAuthResult() - src/main/java/com/naver/api/security/parser/OAuthResult.java
1. line 23 : [source] 'this.naverUser'

FostHe -REFID: 3

method

1D 3 : OAuthResult() - src/main/ijava/com/naver/api/security/parser/OAuthResultjava

method 1. line 18 : [source] null assigned to 'naverUser’

method

if (5t 10 4 : reaultBind() - src/main/java/com/naver/api/security/CAuthToUserManager.java

1. line 99 : tracking 'result.getNaverUser()"

= 2. line 99 : [sink] direct dereference

method
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4.8  Static Analysis with Klocwork

Klocwork Rules

L1~14 : 101

01(Critical)

Cross-site Scripting (XSS)
Data Injection

Denial of Service
Information Leaks
Possible Runtime Failures
Process and Path Injection
Suspicious Code Practices
Unvalidated User Input

02(Severe)

ISI=I~|

Android Issues

Denial of Service

Process and Path Injection
Redundant Code

Suspicious Code Practices

Threads and Synchronization Issues
Unvalidated User Input

Use After Free

Weak Encryption

[
O

N R MO R R NN

4

R N O Ul NN wWw DM O

[uY
w

03(Error)

Android Issues

Data Injection

Denial of Service
Ignored Return Values
Information Leaks
Possible Runtime Failures
Resource Leaks

Unsafe Code Practies
Unvalidated User Input

04(Unexpected)

Data Injection

Poor Error Handing

Possible Runtime Failures
Redundant Code

Suspicious Code Practices

Threads and Synchronization Issues
Weak Encapsulation

29
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15

.

13
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4.8  Static Analysis with Klocwork

How static analysis works

% NPE.COND Defect fdefine SIZE 3
: : : id set{char *a, char *b
= Guess if static analysis assumes wéhaieﬂiz;;m; T M
that all method parameter i tal o ’
can be given as null value b = new char[5]:
) 1 else {
=» Excessive false alarm if (m £5 b {
bhuf[=ize] = a:
= What if there is a condition r?tum;
in which check the parameter is null poeles A
or not delete[] b;
;
*h = ' :
=> [s it safe to say null value can 1
be given as parameter? t5 = *h;
H
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4.8  Static Analysis with Klocwork

How static analysis works

% Value Tracing

char *buf[8];
. a
if (a)
b
a /N‘a
b = new char[5]; if (a&&b) buf
(a && b (a && b)
5 buf[8] = a; delete[] b;
*p =X
* *q = *p /

No problem

END

ISI=I~|

Not NULL
Not NULL

Not NULL
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4.8  Static Analysis with Klocwork

How static analysis works

% Impossible path

char *buf([8];
‘ a NULL
if (a)
| b Unknown
a ’//\.‘a
b = new char[5]; if (a&&b) buf Not NULL

A~ |

~N

v This path is not possible
END la && (a && b)

G J
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4.8  Static Analysis with Klocwork
How static analysis works

s» Error Case

char *buf[8];
‘ a LL

if (a)

//\,‘ b Uhknown

a la
b = new char[5]; if (a&&Db) buf ot NULL

(a && b l(a && b)

5 buf[8] delete[] b;

\ *b =X’
*q = *p

El‘\]D This pass a == NULL
NPE.COND error
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4.8  Static Analysis with Klocwork

Limitation

% Limitation on Static Analysis
= If there is no Source Code
v' Lib /DIl / Jar
= If the value is given from external env
v socket / scanf

= If no one know which class will be wired in the other class in compile time
v' E.g) Spring

< How to overcome.

= Remove unnecessary interfaces.

= Provide Knowledge base
(a user defined info about the methods with no source code)
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4.8 Static Analysis with Klocwork
Configure Klocwork Plugin per project

< Add “Klocwork Builder”

= Configure = Add build step = Click “"Execute Klocwork”

= Input "Execute Klocwork” configuration.

v" Build Spec Build

Execute Klocwork

- ,,maven,, Klocwork Version gy = {j}.

Specify the used Klocwork version
maven (java) [=] ®

Source Encoding UTE-8

Build Spec

v' Config Filename

n " ]

n pom-xml . . UTF-8, EUC-KR, M5343, .. (default: UTF-8) B
Config Filename porm.xmi @

M Build Configuration Filename (ant: build.>xml, maven: pom.xml, cpp: autobuild.cmd)
v' Build Parameter | i
Build Parameter clean compile -P klocwark ®
n . n -
. kw:run —P klocwork” | «nowledge sase  [5ava_general 1@
Compatibility mode '@'

v" Knowledge Base

= Additional Info [oeete |

for library

= "Java_general”
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4.8 Static Analysis with Klocwork

Configure Klocwork Plugin per project

\/
0.0

Enable Klocwork Publisher

Only Demo

Fublish Klocwork

Click "Publish Klocwork” in
Post-build Action

Show only over L4 on graph :
Click If you want to see only

Filter prablems
m

Show only over L4 on graph

Show only L1~L4 defects on the hudson project grap

Filter problems with filefilter.txt located in module ro

L1~L4 errors

¢ Click Build Now

200 -

150 -

100-

SEVEFTY

50-

— o o o

Klocwork (L1~14:32, Total:216)

ISI=I~|
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4.8 Static Analysis with Klocwork
Configure Klocwork Plugin per project

Only Demo

% Click the shown graph.
= Dig into the defect details

368 job.starc();
389
370 StepResult stepResult = null;
371 if (petx !'= null) |
37z 1t = cl le (pctx, sdocBase, tdocBase, sp . TR v
Klocwork Res.'IIt 373 job_setStepResult (stepResult) ;
374 1
Summary 278 Loc. line: 373, column: 13
376 job.end() ;| Code NPE.CONST
N Message Null pointer dereference of 'stepResult.exception’ where null comes from constant
- - R &7 return Job{ ) ayel Critical{1)
item crit. severe error unexp. i 378 } State Existing
— 379 Stat _A I
ce open blog/sro/main/java/com/nhncorp/cs/bo 4 0 0 0 sma| e atus nevEe [=]
o1 ey Comment | | (change |
cs_open blog/src/main/java/cem/nhncorp/cs/common 0 0 0 0 ez B Error Trace
1 1 383 - am
£ open bloc/sre/main/iava/com/nhncorp/cs/dao 0 0 0 0 nos B ID 0 : StepResult() - cs_open_bloc/src/main/jsva/com/nhncorp/cs/support/exteral/StepResult.java
. = 1. line 17 : [source] null assigned to 'exception’
ce open bloc/src/mainfjaval/com/nhncorp/cs/dto 0 0 0 0 385 J am
. . o ID 1 : StepResult() - cs_open_bloc/src/main/java/com/nhncarp/cs/support/external/StepResult.java
cs open blog/srg/main/ijava/com/nhncorp/cs/support/ds 1 0 4 ] 287 B - 1. "";E?I[‘)Eg““e] this.exception
. . - 388 */
ce open blec/sre/main/java/com/nhncorp/cs/support/encryption 5 0 0 0 383 private Jepzes| | 1D 2 i clonePctxrile() - cs_open_bloc/src/main/java/com/nhncorp/cs/support/external/CloneArtifactsRunnable.java
T = 1. line 462 : [source] ‘new StepResult().exception’
c= open blog/sro/mainfiava/com/nhncorp/cs/support/external 12 0 0 0 320 JobResult -REFID: 1
391 job.start| 2. line 530 : returned 'result'
. - B 33z
cs open blog/sro/main/iava/com/nhncorp/cs/support/lzgin 1 0 0 0 s Seepmesure| | D3 toSEring() - c=_open_bloc/sre/main/java/com/nhncorp/cs/support/extemal/StepRasuit java
. - 1. line 77 : [sink] direct dereferance
cs open bloc/src/main/java/com/nhncorp/cs/util 4 0 1 0 334 if (petx !
o stepne| | ID 4 : setStepResult() - cs_open_bloc/src/main/java/com/nhncorp/cs/support/external/JobResult. java
= b oo 1. line 99 : [sink] 'stepResult.exception’
e -REFID: 3
337 1
398 ID 5 : cloneArtifactFiles() - cs_open_bloc/src/main/java/com/nhncorp/cs/support/external/CloneArtifactsRunnable.java
155 Sob.end() ; 1. ‘-IH;EETIE):‘ [Zsour:a] ‘stepResult.exception’
400 return job, 2. line 373 : [sink] parameter 'stepResult.exception’ of call to setStepResult(...)
401 } -REFID: 4
40z
403 .

Add “Execute Klocwork” build step

Enable “Publish Klocowork”
Click “Build Now” and see defects found
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49 Coding Standard Conformance with Checkstyle
Checkstyle

% Most famous Java coding style checker

= NHN defined our own coding style rules by customizing checkstyle rules.
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49 Coding Standard Conformance with Checkstyle

Install Hudson Checkstyle Plugin

= Configure Hudson = Manage plugins =» Available Tab = Click
Checkstyle Plugin =» Install =» restart

= T 'S T a
Build Reports
CCCC Plugin
[ - . _ o
= plugin generates th epo or CCCC (Ca ++ ode O
Checkstyle Plugin
N i
= plug enerates eport for Checkstyle, an open source ode
Clover Plugin
[ L - o )
allo ou to capture co erage re om Clowver. H
CndeSranner Eliain

ISI=I~|
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4.9 Coding Standard Conformance with Checkstyle
Configure Hudson Checkstyle Plugin per project

% Add checkstyle goal in maven goal list

= Add checkstyle:checkstyle goal in front of other goals

% Add checkstyle publisher
* yle p Fublish Checkstyle analysis results

. Check “Publish Checkstyle Checkstyle results =% [ chackstyle-result.x

. " Fileset includes setting thd
analysis results

to include any nen-report fi

and specify the Checkstyle

Checkstyle Trend
xml results path o
.
T 6
7] o ” g 4
*» Run “Build Now
2.
= Dig into graph °q o

Confiugure Checkstyle in Hudson project

Click “Build Now” and see found violations
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4.9 Calculate QP metrics with QD plugin

Quality Dashboard Plugin

/
0‘0

/
0’0

ISI=I~|

Hudson QD Plugln

100204768

Code Quality (Quality Dashboard)
EZ =X E(20100825)

udson Jobs

QualityDashboard Externalg—'—lﬂl.]
uali ashboar ain( #1235

= Send collected metric from Hudson \\\Kzeq"a"“’

to Quality Dashboard

= Show Code Quality Value
calculated by Quality Dashboard

=  Summarize multiple Hudson project

metrics
Measures
= Code Coverage (Statement / Branch)
= Coding Standard Conformance Rate

= Static Analysis Defect Density

50.60 @@ | )

=  Complexity / LOC

20
80 sq.s6 53.11 s0.59 52.6 s2556
b s s aa Pt 0L L LTyt
40
20
o]
07.28 08.04 08.11 0g2.18 08.25
\ 208, 508, 908 | )
( S 42.17% aﬁE#i.:.' Statement 5,787 A
ode Coverage =
(statement)
Statement %= 13,722
99.74% ) EF F4TFOMY £ 3a5
IHdREELS
HE {4 o2 & 386
0.214) Level1l 1
TR ] Level 2 0
%‘I’ﬁﬂ%% = Level 3 0
Level 4 0
SA[& AE 21O £ 38,927
Cm,rcluinat_it;mde 0.77% Complexity?} 10 01 & 42
omplexi _ _
(over 10) ¥ 8 M= 5,453
CWCIDFIE!:;:.; Code 0% «) Complexityl 30 01 & 0
omplexi _ _
(over 30) HE S W= 5,453
g3 AA JC
| _ﬁﬂ %= Ic 69,140
E J
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4.9 Calculate QP metrics with QD plugin
Configure Quality Dashboard Plugin

% Configure QD Plugin in a project

= Configure Project = Enable “"Publish to Quality Dashboard”

v

ISI=I~|

Select the Hudson Plugins used.

Publish to Quality Dashboard

TRME B

APL AL 2IET

=

T
o

o

1

HC

=z
H4 I EX

Code Cowverage(branch)

Code Coverage(statement)

A=

=8

M4
4

Cyclomatic Code Complexity

e PE B2

Verbose

AT

il

mn

Ix O

=gt

=4 ZTE Quality Dashboardl EDELICH

1]

1219e275dcab36a43ffd5d7deb9e899c228c93bd57a40c80a4624 2ac7ff242e76

Quality Dashbeard Project® API ALE 2IZ35| 28 YHELICH SN S = ==H=MH A
Klocwork -

E= =4 S tE Quality Dashboardl =D& LICH

Mone -

ST =4 FIHE Quality Dashboarddl ETELICH
Clover{Statement) -
HHE T =4 = Quality Dashboard] EDELICH
CheckStyle -
SEAWOIE =5 WIE Quality Dashboard ZDELICH
NSIQ Collector for complexity -
=g= =& FWE Quality Dashboardl 2T LICH

NSIQ Collector for loc -
Z= el 24 FIHE Quality Dashboardl ST &LICH

O

=i &S Ho g A HAlTE &RELICH

®
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4.9 Calculate QP metrics with QD plugin
Project Type

J/

% values

= Collect/Send : When you want to send the metrics if the metrics are
collected.

= OnlyCollect : When you want to only collect metrics.
= OnlySend : When you want to send metrics collected by the other projects
= NoCollect/NoSend : When you disable this project

X/

% How to use

v" When you like to summarize A, B, C project and You want to send the collected
metrics only when C is built.
= A : OnlyCollect, B : OnlyCollect, C: Collect/Send
= A, B, C's API Key should be same

v" When you like to summarize A, B, C project whenever each project is built,
However you want to send the metrics to QualityDashboard one a week.
= A : OnlyCollect, B : OnlyCollect, C: OnlyCollect,
Create Separate Dummy D Project and set it OnlySend

= A, B, C, D's API Key should be same

Enable the collection of Coverage / Coding Style / Cyclomatic

Complexity / LOC / Static Analysis Defect Density
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