
TESTIMONY IN SUPPORT OF SB 109    -- Mary Till, Town Moderator, Derry

My name is Mary Till and I am Town Moderator in Derry.  I will let others speak about why citizens are enti-
tled to an accurate vote count.  I want to focus on why our current system does not accomplish that.  The 
purpose of this bill is to address at least some of the short comings of our current vote counting process in 
NH.  It provides for a simple, cost-effective method with limited time commitment on the part of local elec-
tion officials. In a nutshell, this bill codifies the right of town moderators to conduct a verification count of 
machine-counted ballots prior to attesting to the accuracy of the vote count as required under law.  Under 
this bill, the verification count can be limited by the moderator to one or more offices and one or more ma-
chines.  Conducting a verification count is at the discretion of the moderator.  It is not a requirement and it 
does not supersede the right of any candidate to request a full recount under Chapter 660 of NH Election 
Laws. 

I have heard from election officials that a verification count is not needed since our vote counting machines 
are mechanically segregated and isolated from the internet, since we do pre-election testing of the voting 
machine, and since NH does more recounts than any other state.  Let me address each of these objections 
separately.  

I have attached affidavits from Dan Wallach, professor of computer science at Rice University, and Alex 
Halderman, professor of computer science and engineering at the University of Michigan to my testimony.  I 
have additional affidavits from Professors VpoorviI, Jones, Rivest, and Stark and Mr Hurtsi, all experts in 
computer science and voting technology for anyone interested in reading them.   Both Prof. Wallach and 
Prof. Halderman address many of the failings of our current system, and I urge you to read their affidavits 
in their entirety.   Prof. Wallach points out in paragraphs 7, 11, and 13 of his affidavit that even voting sys-
tems with an identifiable “air 

gap,” that is, no direct connection to the internet or any other electronic device, can be hacked.   The air 
gap defense used in NH to protect our voting machines may be too late to provide protection since voting 
machine software interacts with computers during updating of software and development of ballot defini-
tions at ES&S and LHS long before the memory cards reach the town clerk.  Malware can hitch a ride 
along with legitimate ballot data being loaded into the scanner or during pre-election testing.  Prof. Halder-
man addresses this same issue in paragraphs 10 thru 14 of his affidavit.  In paragraph 13,  Prof. Halder-
man debunks the idea that safeguards such as tamper evident seals, protective counters, and test decks 
are sufficient to protect against a cyber attack.

You may be under the misconception that nation state actors don’t care about U S elections especially in a 
small state like NH.  Well, this last presidential election has confirmed that the Russians are not above 
meddling in our elections.  And NH, as one of a few swing states, received more than its fair share of presi-
dential candidate visits.   In fact, if Al Gore had carried NH’s 4 electoral votes in the 2000 presidential elec-
tion, Florida would have been irrelevant.
 
It is my understanding that the software used in our voting machines is based on computer language de-
veloped over a decade ago.  It has not been updated to anticipate or protect against the sophisticated at-
tacks currently and readily available today.  Updating software to make it more secure can be an expensive 
proposition and never ending, for it has been shown that for every defense developed, a means to over-
come that defense is eventually developed.  This becomes a very expensive game of cat and mouse. 

As the affidavits from various experts point out, errors can enter in at various parts of the election process, 
including through software in the election management systems and voting machines. Configuring, calibrat-
ing, deploying, and closing down voting equipment; voter error and vagaries of how voters mark ballots; 
limits on the ability of scanners and software to infer voter intent; and procedural lapses or errors all can 
contribute to an inaccurate count.
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However, doing a simple, public, random review of the paper ballots, which we here in NH have readily at 
hand, will defeat attempts to hack into our voting system.  In fact, the knowledge that a verification count 
can occur will act as a deterrent.

The second argument against the need for this bill is that town clerks already conduct a pre-election test of 
the ballot counting devices. However, this testing does not ensure that something could not go wrong dur-
ing the actual voting, either mechanically, because of a software bug, or due to a deliberate attempt to in-
fluence the count. Prof. Halderman addresses this misconception in paragraph 13 of his affidavit.  The best 
and cheapest way to protect against such mishaps is by a verification count after the election.  

Others will say that we do more recounts than any other state. Having participated in or observed some of 
these recounts, I can attest to their thoroughness.  However, there has not been a recount of a federal or 
statewide race here since the presidential primary of 2008.  The vast majority of the recounts are of state 
representative races.  This bill is aimed at verification counts of federal and state-wide office.

Another objection I have heard is that moderator’s already have the power to conduct verification counts 
under current law.  In fact, prior to the last issue of the NH 

Election Procedure Manual, the manual quoted a statutory study committee’s recommendation that post 
election audits of randomly selected races be conducted for electronic ballot device towns. That recom-
mendation is included in the 2009 Electronic Ballot Counting Device Advisory Committee Report. Recom-
mendation 6.1.6 which states in part: “The Committee recommends a statewide post-election hand-count-
ed audit of randomly selected jurisdictions and randomly selected races (focusing on those contests not 
covered by recounts) . . .”  The U. S. Presidential Commission on Election Administration gave a similar 
recommendation in its report of January 2014.  Yet, despite this clear encouragement, after I, as Town 
Moderator of Derry, did a partial random verification count of one race on each ballot in the September pri-
mary, the Secretary of State and Attorney General declared in writing that I did not have the authority to do 
so.  I have attached a copy of their letters to my testimony.

Although SB 109 does not go as far as the 2009 Electronic Ballot Counting Device Advisory Committee or 
the Presidential Commission on Election Administration recommended, it is a step in the right direction and 
clearly gives moderators the authority to conduct such verification counts.   I urge you to vote Ought To 
Pass on SB 109.

I will be happy to answer any questions you may have.

Mary Till
Town Moderator, Derry
1/31/2017
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