



3What Happened in the NH 2008 Primary Election and Recounts?


3Executive Summary


4Part I. New Hampshire’s Election Administration Landscape


4Violations of New Hampshire Law in Election of Secretary of State and Approval of Voting Technology


4VIOLATION #1: Secretary of State elected in secret election in violation of the State’s Right to Know law


5VIOLATION #2: Vote tabulating machines approved for use in violation of the State’s own laws


8Violation #3: Delegation of Governmental Functions to a Private Corporation without Imposing Any Legal or Procedural Public Oversight


8Violation #4: Abuse of Power and Position to Favor Special Interests over NH Citizens


13Conclusion to Part I


13Part II.  The 2008 Primary Election


14Legal and Procedural Violations


14VIOLATION #1:  Machine failures were handled improperly -- and possibly altered the outcome of the election.


14VIOLATION #2: Secretary of State did not provide secure ballot containers or seals to NH city and towns in violation of state law RSA 659:97


15VIOLATION  #3:  The location of the memory cards and chips post-election were reported “unknown”.


17VIOLATION # 4:  Machine failures render equipment non-compliant with HAVA regulations.


17VIOLATION #5:  Disenfranchisement by Voter Registration Database


17VIOLATION #6: Secretary of State did not collect required data regarding “types of ballots” in violation of state law RSA 659:73


18VIOLATION #7: Numerous defective election returns received by the Secretary of State with no consequence in violation of RSA #659:79


18INSERT BBV DATA HERE


18Conclusion to Part II.


19Part III.  The Recount


21VIOLATION #1: Violation of state law (RSA 659:97) - Ballots were not stored and transported in boxes provided by the Secretary of State’s office.


21VIOLATION #2: Violation of state law (RSA 659:97) -  Many ballot boxes were not properly sealed, and what were referred to as “seals” were in fact simply peel-off removable labels that did not seal anything.


22VIOLATION #3:  The boxes of ballots were not picked up for the recounts by State Police officers in violation of the intent of state law (RSA 660:5).


22VIOLATION #4:  Ballots were not always delivered in an open and public manner.


23VIOLATION #5:  The uncounted ballots were not always kept overnight in the security of the “ballot vault.”


23VIOLATION #6:  Opened boxes of uncast (blank) ballots were left unattended in the “counting room.”


24VIOLATION #7:  Opened boxes of unused (blank) “seals” were left unattended in the “counting room.”


24VIOLATION #8: Violation of the law (RSA 660:5) -  Every ballot was not examined during the recount.


24VIOLATION #9:  Procedures for photocopying of ballots were not followed


25VIOLATION #10 Violation of state law (RSA 654) - New registrants were not properly vetted for residency


26VIOLATION #11:  Ballot Inconsistencies


26VIOLATION #12:   Reconciliation lacking


28VIOLATION #13:  Miscellaneous


29Conclusion to Part III.


29Part IV.  Irreconcilable Differences


29Part V NH State Audit


29Audit of NH Department of State reveals "significant deficiencies"


31Part VI.  Remediation




What Happened in the NH 2008 Primary Election and Recounts?
A White Paper by Sally Castlemen & Nancy Tobi for Election Defense Alliance and Bev Harris for Black Box Voting
Executive Summary
THIS WILL CONTAIN ADDITIONAL SUMMARY INFORMATION FROM THE REPORT
What is more fundamental to our democracy than our electoral process?   

One person.  One vote.   Accepted and counted as cast. 

This paper discusses all the things you did NOT read or hear about the New Hampshire Presidential Primary and General Election of ‘08.  Prior to the Primary, pundits fell all over themselves to explain their ‘mistaken’ predictions for an Obama win, while about a dozen election integrity advocates began investigating available facts and data. 

New Hampshire elections are of particular importance to the nation, not only because of the influence of its first-in-the-nation Presidential Primary, but also because every vote is cast on a paper ballot, New Hampshire law makes manual recounts relatively accessible, and because New Hampshire is a small enough state to be manageable as a model or as a laboratory for the country.  If there was foul play in New Hampshire, it might be easier to trace than elsewhere.
What is it about the electoral process in New Hampshire that raised red flags during the 2008 Primary? Why were recounts requested from candidates from both major Parties in the 2008 Presidential Primary?   

This paper presents a detailed review of the issues and offers recommendations for improvement: 

I. The current election administration landscape led to the NH Primary results being unreliable and many violations of NH statutes and procedures.
II. The results of the Primary Election of January 8, 2008 may have been compromised due to violations of State and Federal law and procedures.  The official election results are themselves in question.

III. Violations of the State’s own recount statutes and procedures were of such a critical nature that they raise serious doubt about the legitimacy of the recounts.

IV. Specific remediation and changes must be made to ensure integrity in  NH’s elections.

The banner on the New Hampshire Secretary of State website reads as follows: 
Voting is the most fundamental right in a democracy, because it is through voting that citizens protect all other rights. With the Office of the Attorney General, this division is responsible for ensuring that state elections are conducted in a fair and open manner.

Fair AND OPEN. Let’s keep that in mind as we examine the circumstances in New Hampshire leading up to and resulting in a problematic Primary election.
Part I. New Hampshire’s Election Administration Landscape
Many of the troubling aspects observed and experienced during the 2008 NH Primary find their origin in legal, procedural, and ethical breakdowns. Why is this happening in the State of New Hampshire?  Certainly it is not how the citizens wish their elections to be run.  

Concerned grassroots citizen groups have brought many of the security issues before the Ballot Law Commission, the Department of State, and the Legislature.  Citizens have asked for hearings, testified in person, submitted data, brought in experts from all over the country, have done everything they could to follow those avenues open to concerned citizens.  These are people from the communities who are doing due diligence to protect our very democracy.  Most of them feel that with every effort, they have hit a brick wall.
Violations of New Hampshire Law in Election of Secretary of State and Approval of Voting Technology

VIOLATION #1: Secretary of State elected in secret election in violation of the State’s Right to Know law

NH’s election integrity problems begin with the manner in which the Secretary of State himself is elected. The NH Constitution identifies 2 officers elected by the Legislature, the Secretary of State and the Treasurer. The vote to elect these two constitutional officers is the first vote taken by the newly sworn in Legislature every two years in January. As elected representatives, the Legislature elects the Secretary of State and Treasurer in the name of the people. 
However, the NH Legislature has for many years been electing these officers, when there is more than one candidate, by secret ballot, which is in violation of the NH Right to Know law (RSA 91-A).
NH Right to Know Law Section II C states: 

b) No vote in an open meeting may be taken by secret ballot except for:
(1) Town meetings and elections 

(2) School district meetings and school district elections

(3) Village district meetings and elections

Section 91 - A:2

II. All public proceedings shall be open to the public, and all persons shall be permitted to attend any meetings of those bodies or agencies. Except for town meetings, school district meetings and elections, no vote while in open session may be taken by secret ballot.
In recent years, there has rarely been an electoral challenge to the current Secretary of State. In 2006, when this was the case, the Legislature did not even vote, choosing to ask the House Clerk to cast one ballot for the Secretary and call the election. In both scenarios, a secret election or no election, all NH citizens are denied the constitutional right to have a fair and open election by the legislators who are elected to represent them in all voting matters of the legislature.

The NH Supreme Court has recently upheld the principles behind this law (Douglas Lambert & A V. Belknap County Convention Thomas A. Tardif & A V. Stephen H. Nedeau, Chairperson & A.). 

Holding a secret election to elect the person responsible for overseeing NH’s elections is not only a violation of state law; it is an affront to the very principles of open democracy and establishes a framework of secrecy in what should be a completely public and transparent office – arguably the most important public office in the state.
As a 32-year veteran Secretary of State, Secretary Bill Gardner is honored, revered, and often held above question. But under his watch, NH has experienced the wholesale giveaway of NH elections (nearly 90% of its vote count) to a private corporation with a history of partisan interests using proprietary technology (which had been developed by a convicted embezzler whose expertise was in altering computer records) to count our votes in secret. 

The integrity of NH’s elections rests on the shoulders of the Secretary of State. It behooves the Legislature to follow state law and provide open elections for this important position.
VIOLATION #2: Vote tabulating machines approved for use in violation of the State’s own laws

In NH, the Ballot Law Commission is responsible for approving voting equipment. This Commission is by law (RSA 656:42) required to establish rules governing their approval process. 
The Commission’s own rule (Bal 608.01) states: 

“The commission shall approve the request following a public hearing if the commission finds that adequate safeguards have been provided to ensure the integrity of election results and the machine or device complies with these rules and the election laws of the State of New Hampshire.”

In 2006, Diebold affiliate LHS Associates submitted voting technology firmware for approval by the NH Ballot Law Commission. At the public hearing, LHS Associates President, John Silvestro, testified that the technology contained 16 critical defects, which had been identified in a report commissioned by the California Secretary of State as rendering the technology highly vulnerable and at unacceptable risk for tampering, failure, and fraud. 

A transcript and video of the hearing shows the following interchange between Mr. Silvestro and Commissioner Gregory Martin:

Commissioner Martin: Do you know whether Diebold has responded to the [California] report of Feb. 14th?

John Silvestro: Yes, they have responded, and there is, they are going to address all of the concerns that are identified in there. There will be a new release of the firmware, which will address all of the concerns, with digital encoding and the arithmetic problem that's on the memory card. The issue you have before you, and someone might, you might ask your follow up question would be why don't we wait till that, so I'm gonna give you the answer, before you ask that, I'll even answer it. Here's why you can't wait. I might actually have a product in sixty days, okay, and we may actually talk to the Secretary of State about coming back in to do this whole process again. The problem that we have is, is that we have all the machines we need to replace the firmware with. And no-one controls those independent test laboratories. So before those fixes will be put in the field, they need to go through the independent test laboratories and all of the software and all of the source coding needs to be verified. That might take 30 days, might take 60 days, might take 90 days. We are under a timeline in that we have a November election. So we might well be back in here with a version of the firmware that Diebold has addressed all of the identified items in that report prior to November if time constraints allow for us to go out and replace the firmware. We may not be. So I think we need, to be prudent, it would be to go forward from here, and then evaluate the situation and keep in contact with the Secretary of State's office and let them know where we are in the process.

Commissioner Martin: So Diebold has acknowledged that these are legitimate bugs?

John Silvestro: Yes. Diebold is not, I mean, they understand. You know there is a big difference between, in the business world, the guy down the street coming to tell you, you have a problem and the Secretary of State's office in California. Okay? The Secretary of State's office in California tells you, you have a problem, you pay  attention. The Secretary of State's office in New Hampshire tells you, you have a problem, you pay attention. And they acknowledge them, and they are being addressed. 

Despite the vendor’s own admission and incontrovertible evidence that the technology in question could not “ensure the integrity of election results” per the Commission’s own rule, the Ballot Law Commission granted unconditional approval for this defective technology. 
The Ballot Law Commission met and approved this firmware in March 2006 after having allowed their rules to lapse in 2004. 
In response to a public records request, the NH Department of State wrote:
Please find attached expired Ballot Law Commission rules that are responsive to your request. We have also attached the history of adoption of rules by the Ballot Law Commission, and RSA 541-A:17, which states that no rule shall be effective for more than 8 years.

The last time the Commission established rules, as they are statutorily required to do, was in 1996. NH administrative law states that rules are in effect for 8 years. The Commission has not established new rules since 1996. It is unclear whether lapsed rules remain in effect by default when an agency neglects to establish new rules.

RSA 656:42 states:

I. The ballot law commission shall make such rules as may be necessary to ensure the accuracy of voting machines or devices, including rules for the testing of voting machines or devices prior to each election and the submission of testing records to the secretary of state. The ballot law commission shall make such rules as may be necessary in order that voting machines or devices for computerized casting and counting of ballots may be used in this state in such a manner that the election laws may be complied with as far as possible.
The statute clearly states “shall” and not “may”, meaning the Commission is required to establish proper rules. This is not optional.
By allowing the rules to lapse and by not establishing new rules as they are required to do, the Ballot Law Commission’s 2006 approval of new firmware for use in NH elections apparently occurred outside the bounds of the law. If the old rules remained in effect,   equipment was approved that failed the rule of ensuring the integrity of election results. If the old rule did not remain in effect, then there were NO rules in effect, which means the approval itself fails statutory requirements.

Furthermore, in the summer of 2007 internationally recognized computer security expert, Harri Hursti, testified to the NH Legislature and the NH Department of State that the fixed firmware referred to in Mr. Silvestro’s testimony above had in fact been developed by Diebold and was currently implemented in Florida. Yet the NH Legislature, Ballot Law Commission, and Department of State took no action to obtain the newer version that was supposed to have taken care of these known defects.

Violation #3: Delegation of Governmental Functions to a Private Corporation without Imposing Any Legal or Procedural Public Oversight 

The US Office of Budget and Management defines “governmental functions” as follows:
“As a matter of policy, an "inherently governmental function" is a function that is so intimately related to the public interest as to mandate performance by Government employees. These functions include those activities that require either the exercise of discretion in applying Government authority or the making of value judgments in making decisions for the Government.”
Vote counting arguably falls under this definition, especially when considering the level of human knowledge required for interpreting voter intent. 
Has the State of NH outsourced a non-delegatable governmental function by handing over vote counting control to a private corporation for 84% of its ballots?
The State of New Hampshire has arbitrarily and without practicing any significant oversight whatsoever, delegated this sensitive government function to a private corporation, Diebold Election Systems, and its affiliate, LHS Associates. Additionally, the State allows this private corporation to count NH votes in secret, using proprietary vote counting software hidden from public observation.

In so doing, the State has not only abrogated its fiduciary responsibilities to its citizens, but it has violated the state constitution, which mandates observable vote counting.

Violation #4: Abuse of Power and Position to Favor Special Interests over NH Citizens
Article 32 of the New Hampshire Constitution guarantees observable vote counting as a mechanism for ensuring that our elected public servants receive the consent of the governed via open and honest elections administered under full citizen control and oversight:

[Art.] 32. [Biennial Meetings, How Warned, Governed, and Conducted; Return of Votes, etc.] The meetings for the choice of governor, council and senators, shall be warned by warrant from the selectmen, and governed by a moderator, who shall, in the presence of the selectmen (whose duty it shall be to attend) in open meeting, receive the votes of all the inhabitants of such towns and wards present, and qualified to vote for senators; and shall, in said meetings, in presence of the said selectmen, and of the town or city clerk, in said meetings, sort and count the said votes, and make a public declaration thereof, with the name of every person voted for, and the number of votes for each person; and the town or city clerk shall make a fair record of the same at large, in the town book, and shall make out a fair attested copy thereof, to be by him sealed up and directed to the secretary of state, within five days following the election, with a superscription expressing the purport there of.

Despite their access to and comprehensive review of numerous scientific studies and documented evidence of the risks posed by Diebold optical scanner vote counting technology, the NH Department of State and Legislature have to date implemented no procedural checks and balances, no oversight on the technology or on the vendor providing and programming the technology. 

In the past five years since the establishment of an active citizen watchdog group, the Department of State and the Legislature have habitually ignored or obstructed all citizen efforts to bring sunshine to what should be public elections, but which are in fact, now 84% privately controlled. Examples from recent years are described below.
· In 2004 the NH legislature, with the support of the Secretary of State, passed a bill redesigning the NH ballot. The law was written on the advice and consultancy of LHS Associates, Diebold Election Systems vendor for New England. LHS Associates advised the state that Diebold optical scanners were the only voting machine that could read the new ballot design. Additionally, LHS informed the state that the existing firmware in NH’s Diebold equipment needed to be replaced with new firmware to read the ballots. Consequently, the state paid for the replacement of ES&S equipment with Diebold for twenty five NH towns, to the tune of $5,000-6,000 per machine. Additionally, the firmware “upgrade” cost the state some $10,000 for existing Diebold equipment. The end result of this legislation was approximately $150,000 in the pockets of LHS Associates (more if any of the towns purchased more than one machine). But that’s not all. Many experts believe that the new firmware now installed in all of NH voting machines is more fraud-friendly than the older version. And NH is now firmly a Diebold-only, 1.94W firmware, state.
· In March 2006 LHS Associates and the Department of State both ignored a comprehensive questionnaire submitted by citizens requesting information ranging from background checks of employees to security protocols to ensure the integrity of the electronic voting process.

· In March 2006 the Ballot Law Commission ignored citizen requests to have the questionnaire to LHS Associates completed before making any decisions to approve voting equipment.

· In March 2006 the Department of State and the Ballot Law Commission ignored several reports submitted to them by citizens, including the Black Box Voting Hursti Report, the CA VSTAAB report, and numerous other supporting information about Diebold equipment risks and vulnerabilities.  It appeared only one Commissioner read the information, and he was the lone dissenter in the 2006 approval of 1.94W firmware.   
· In March 2006, Secretary Gardner, when asked to testify to the Ballot Law Commission in its hearing to approve Diebold vote counting technology, steered the Commission towards approval by telling a decades-old story of a hand count gone bad in one Manchester ward and implying that machines were therefore necessary. Secretary Gardner did not offer any information regarding how the hand count could have been better managed under currently implemented management methods, and, despite the fact that he had been provided with numerous scientific reports and evidence, the Secretary was notably silent on the question before the committee, which was whether or not the Diebold technology was suitable for use in NH elections.
· Throughout 2006 the Secretary of State ignored numerous citizen requests to include protocols for parallel count on election night in the election procedure manual as a method for checking and balancing the secret machine vote counts.

· In the summer of 2007 the NH Ballot Law Commission ignored citizen requests to revisit their 2006 unconditional approval of Diebold voting technology, following California’s decertification of the same technology.

· In the summer of 2007 the NH Legislature and Department of State heard and ignored expert testimony from internationally recognized computer security and election specialists, testifying to the problems with the Diebold voting technology in the state, and suggesting realistic solutions to deal with these problems.

· In December 2007 the NH Secretary of State ignored a formal request from the NH Fair Elections Committee to implement three simple procedures used by the State of Connecticut to provide oversight of the same technology used in New Hampshire elections. 

In a complete abrogation of their own fiduciary duties to uphold the NH Constitution – which itself mandates open counting of votes – and fulfill the responsibilities of their respective offices, both the New Hampshire Department of State and the NH Ballot Law Commission have publicly taken the position that it is up to the Legislature to impose better regulation of voting technology. 

Yet it is fully within existing legal purview of the Ballot Law Commission itself to impose better regulation of this technology; the Commission requires no further guidance from the Legislature to act responsibly and to follow its own rules. 

Additionally, although the Office of the Secretary of State has a habit of directing citizens to the Legislature, the Office of the Secretary of State has in fact consistently and persuasively used its position to testify in opposition to help kill all citizen-supported bills seeking to enhance public oversight and impose checks and balances over the private industry and technology now counting 84% of New Hampshire ballots. 
· In February 2007 Deputy Secretary of State Dave Scanlan successfully argued before the House Election Law Committee to not pass HB136, a bill that would have made statutory the Ballot Law Commission’s own rule for approving voting technology. Scanlan told the House Election Law Committee: 

"…from a practical point of view, we don't want to create language that will eliminate the use of these machines." 

Here is the language in that bill that the Secretary of State's office thought would “eliminate the use of these machines”:

Before approving any voting machine or device, the ballot law commission shall, following a public hearing, find that there is clear and convincing evidence that the voting machine or device being examined has been designed and manufactured with adequate safeguards to insure the integrity of election results. 

Other citizen-supported legislation the Department of State testified against in 2007-2008 included the following:

· HB138:  would have required full public disclosure of voting technology information. Deputy Secretary Scanlan suggested "we can't require disclosure because the vendor won't go for it" and "we can't make drastic changes like this too quickly". Turning his back on public observability, Scanlan suggested this bill should only be considered if it was amended to limit access to voting software code to a select group of people.
· HB141:  would have allowed voters to choose paper over electronics. Contradicting his own previous public statements that voting machines “don’t count every ballot” and only hand counting ensures that every ballot is counted, Secretary Gardner testified in a public hearing on this bill that he was concerned that “such a change might result in a ballot not being counted.” Several local election officials testified against the bill, arguing that machines count better than humans, and Deputy Secretary Scanlan, outside of the hearing made public remarks that "activists" would "sabotage" election night counts by standing outside polls and convincing people to choose hand counting.
· HB192 FN:  would have required election night checks and balances on voting machine counts, by requiring a parallel hand count on election night of at least one race for all machine count towns.   (In 2006 a citizens group had requested that this particular check and balance be included in the Secretary of State Election Procedure Manual, but the Office of the Secretary of State refused to do so.) Ignoring the astronomical and ever rising costs of electronic voting, and foreseeing discrepencies between hand and machine counts, Deputy Secretary Scanlan testified against this bill stating:
"We are concerned with the requirement to have to hand count. This will place increased costs on municipalities….And a discrepancy in the count is of concern.”  

· HB574 -FN-L: would have required all machine count jurisdictions to preserve electronic vote data held on the memory cards used in voting machines for the 22 months required by federal law.  This would have clarified that e-vote data falls within this requirement for preservation of voting records, which Asst. Attorney General Jim Kennedy has already stated is the case. Playing up costs versus accountability, Deputy Secretary Scanlan testified against this bill, stating: 
"We are concerned that each polling place must purchase multiple cards from which each costs $250. If the information can be transferred to disc, who will be responsible for that and where will it be stored? The card probably requires a special adapter to record information so do we buy one for each town or just for the Secretary of State office?" 

· HB285: would have protected the public interest by forbidding any officials from entering into nondisclosure agreements having to do with electronic voting equipment or contracts. This bill was retained so that it could be gutted and replaced entirely with a completely different bill, as described below.

Minutes from the Election Law Committee note that most of the bills listed above were recommended to be killed so that they could be taken up in subcommittee later in the session. But reports from numerous members of that committee indicate that in fact, the strategy spearheaded by Committee Chair Representative Jane Clemons (D-Nashua), in which she persuaded the committee to kill ALL proposed legislation so that subcommittees would combine the best parts of each proposed bill into one single omnibus bill, was a ruse. Seasoned legislators knew that this was a disingenuous suggestion, as history shows that once a Committee recommends killing a bill it more often than not remains dead. But Clemons prevailed, taking advantage of the large number of newly elected legislators.
The result was that the only bill passed by the NH House was HB285. This bill, reportedly largely written to the specifications of the Office of the Secretary of State, sets up a committee to work on election technology - a committee with no citizen representation, whose members are all appointed, and which has no mandate to even consider voting rights (citizen oversight, checks and balances) but rather to simply sharpen the election focus on technology-based elections. The Secretary of State has appointed as Chair for the committee the same man who sponsored and spearheaded the 2004 ballot redesign legislation discussed above.
Additionally, the Secretary of State completely ignored all concerns about transparency that had been raised by citizen observers during the 2008 Primary Recounts, and instead lobbied for amendments to existing bills, to cause the following changes in election law, which will further obstruct checks and balances and citizen oversight of elections:

RSA 660:1 Application. Allows a recount to be requested in a state general election to be requested only if the difference between the applying candidate and the candidate declared elected is less than 20 percent of the total votes cast in the district. 
RSA 660:2, IV State General Election Recounts; Fees. Allows the secretary of state to require a person applying for a recount to pay any estimated costs prior to commencing the recount. 
RSA 660:3 Number of Recounts. Allows a recount to be requested in a state general election to be requested only if the difference between the applying candidate and the candidate declared elected is less than 20 percent of the total votes cast in the district. 
RSA 660:7 Application. Allows a recount to be requested in a state primary election to be requested only if the difference between the applying candidate and the candidate declared elected is less than 20 percent of the total votes cast in the district, and allows a recount to be requested in a presidential primary election only if a candidate received at least 9 percent of the total votes cast. 

Conclusion to Part I

Part II.  The 2008 Primary Election 

The official results of the Primary 2008 election presented stunning anomalies.  Was it just coincidence that the approximately 16% of the ballots that were hand-counted showed results consistent with the predictions and the exit polls and by comparison, the majority of ballots, roughly 84% that were machine tabulated, were off by an astounding 7%  --  enough to change the election outcomes?   It would be hard for any statistician to consider a 7% deviation to be random, occurring by chance alone, just a coincidence. 

Some of the nation’s top professional mathematicians and statisticians have studied NH’s official election results, and their findings call into question more than the differential between election polls and results.  
These studies have also found troubling discrepancies in basic election accounting; many locations reported more votes than voters, more votes than ballots cast, more ballots casts than voters checked in, and more votes than ballots delivered!
Legal and Procedural Violations

The following specific violations were observed or determined from a review of state law and public records obtained from across the State.
VIOLATION #1:  Machine failures were handled improperly -- and possibly altered the outcome of the election.

Many Diebold Optical Scan machines malfunctioned during the January 2008 Primary Election---ballots jammed, were not read properly, and scanned ballots didn’t increase the tally on the counter.  Memory cards failed, new cards were reprogrammed or substituted.  Machines that failed were replaced with substitutes.  At least in one case one machine was replaced three times because the first two failed. 
Connecticut journalist Dori Smith interviewed several NH city and town clerks who confirmed that memory cards were “switched out” in some towns by LHS employees, counter to state election laws, calling into question the chain of custody of these critical “electronic ballot boxes”.  A Manchester city clerk stated that a computer chip itself had been replaced in one of her machines just prior to the election. If this is true, Manchester is running elections on a chip that has never been approved by the Ballot Law Commission.
When new cards were ‘burned’ and substituted, what happened to the contents of the original cards?  If problems warranted new memory cards, we do not know that the data from the original cards were accurately captured and tallied correctly.
NH law (RSA 656:41) states: 
“Any voting machine or device that is altered must be re-approved before it is used in any election in this state. For the purposes of this section, a machine shall be considered altered if any mechanical or electronic part, hardware, software, or programming has been altered.”
Memory card manipulation is a known, accessible method for altering election results. 
When there were problems, did local election officials allow illegal substitution of election devices that had not been examined and certified?  Why were these machines not instead submitted to the re-approval process as dictated by state law?
Many citizens have submitted public records requests to the Secretary of State  for  documentation  pertaining to every service call and visit conducted by LHS employees and representatives during the Primary 2008 period (before, during and after). The Department of State has largely ignored these requests.
VIOLATION #2: Secretary of State did not provide secure ballot containers or seals to NH city and towns in violation of state law RSA 659:97
State law (RSA 659:97 states:

Secretary of State to Prepare Containers, Sealers. The secretary of state shall, before any state election, prepare and distribute to each town and ward clerk containers to be used for preserving ballots and sealers to seal each such container. He shall prepare special containers and sealers to be used for preserving any special and separate ballots for questions to voters. The secretary of state shall prescribe the size and form of such containers and sealers and shall prescribe the form of any endorsement blank printed upon the sealers provided that the blank is in substance consistent with the provisions of RSA 659:95.

Observers at the Primary 2008 recounts witnessed ballots being delivered in torn cardboard boxes and even wrapped in newspapers like fish. Even those ballots delivered in boxes were sealed with removable labels and not seals. Many were delivered even without the labels.
INSERT IMAGES HERE
The evidence reveals that the Secretary of State apparently did not provide NH cities and towns with any containers for their ballots (unless he delivered torn and recycled widely varying styles of cardboard boxes and newspapers), nor did he provide sealers. 
He did provide removable labels, but this is not what the law calls for.

VIOLATION  #3:  The location of the memory cards and chips post-election were reported “unknown”. 

According to Secretary Gardner, asked during the recount, the location of memory cards used in the Primary Election on January 8 was unknown.  He referenced the likelihood that town clerks/moderators had secured them but he was unaware of their exact location.  There was also reference made to the fact the cards may have already been returned to LHS and reprogrammed.
Each memory card equates to an entire electronic ballot box.  Federal law requires that all records and papers including the original electronic media be retained for 22 months following a federal election.  Violations entail a fine and jail term. 
In response to citizen requests for the state to retain memory cards, in February 2007, NH Deputy Attorney General consulted with the US Department of Justice, and was notified of a controversial advisory from Craig Donsanto, Director of Election Crime unit in the US DOJ. Donsanto suggested that it would be sufficient for states to retain only poll tape copies and not the memory cards themselves used in electronic voting technology. Fitch notified the staff of the Office Secretary of State of this advisory, with the implication that NH would adopt this posture towards these electronic ballot boxes.

Common sense and fiduciary duty dictate otherwise. 
The Voting Rights Act stipulates that all voting records must be preserved for 22 months; certainly the memory cards constitute an entire ballot box of ballots. The memory cards contain ballot data and it is well known among computer scientists that poll tapes can electronically be altered to produce different results from what is recorded in the memory card. 
While Donsanto’s advisory may be considered legal until proven otherwise, it is a perversion of the intent and value of the Voting Rights Act itself. 
In a radio interview with Dori Smith in the Spring of 2008, NH Assistant Attorney General James Kennedy stated his understanding that federal law requires memory card retention:

“Actually by state and federal law we are required to retain those, the actual memory cards that are used in the election. And so if you, you know, interchange a memory card I think would be odd.”

Kennedy’s boss, Deputy Attorney General Bud Fitch, however, subsequently issued his memo supporting the Donsanto position. 
The absence of oversight for electronic ballot boxes is painfully apparent at the NH Department of State. Secretary of State Gardner on more than one occasion during the 2008 Primary Democratic recount reported that he didn’t even know the whereabouts of the cards used in the election. 


Maine, Vermont, Connecticut and Massachusetts all contract with the same Diebold affiliate, LHS Associates, to program the memory cards.  Ordinarily, the cards are shipped directly to the states’ cities and towns by LHS. Unlike New Hampshire, where the State has relinquished complete control to LHS Associates and Diebold, Connecticut put into place State oversight procedures. Connecticut ships the memory cards to the University of Connecticut, where computer security professionals test the cards and discard those that are faulty or mis-programmed.  The cards are then forwarded by the University to the cities and towns.  
It is worth noting that Connecticut was one of only 2 New England states whose results were consistent with both the pre-election polls and exit polls.  CT had no stunning departure from the expected results, as NH did.  Massachusetts, which, like New Hampshire, had the cards shipped directly from LHS to the cities and towns had a 15% discrepancy between the polls and the official outcome.

Numerous Right to Know requests for an accounting of the chain of custody of these memory cards prior to the election and post election have gone unanswered by the NH Department of State
VIOLATION # 4:  Machine failures render equipment non-compliant with HAVA regulations. 
Title III of Public Law 107-252 - The Help America Vote Act (HAVA) - requires that the error rate of machines used be no greater than one error in 500,000 ballot positions (0.000002%).  In one of the most recent tests, at the University of Connecticut, the Diebold Precinct-Based Optical Scan Accuvote 1.94W system (AV OS) – the exact system used in New Hampshire - had a failure rate of roughly 3.4 %.  That is 1.7 million times the federally mandated rate of error. 
In March of 2006 and September of 2007 NH election officials, legislators, and the Ballot Law Commission were presented with evidence and testimony regarding the extreme vulnerability of the Diebold Accuvote Optical Scanner used in NH.  They were given conclusive evidence that these machines have security vulnerabilities that make them unsafe for use.  They were made aware that the error rate exceeds the HAVA allowance.
There is no plausible deniability for any of these public officials.  
Furthermore, in January 25, 2008 Diebold itself issued a Product Advisory Note describing a known failure in this machine. Yet, the State of NH did nothing in response even to the vendor’s own advisory.
VIOLATION #5:  Disenfranchisement by Voter Registration Database

Citizens showed up to vote in the 2008 Primary only to find that the newly implemented statewide voter registration database had changed their party affiliation. Even with NH’s election day registration, Party affiliation for Primary elections must be declared ahead of the Primary. Consequently these voters were not allowed to vote for candidates in their own party.

Voters from many cities and towns reported that their party affiliation had been changed, unbeknownst to them and that they were therefore given a ballot for the other party.  Many were told to write in their candidate of choice on the opposite Party ballot, but how many of them realized that these votes would never be counted? Even if they wrote in their favored candidates, New Hampshire law does not count Republican candidates written on a Democratic ballot or vice-versa.  

This happened to “old-time voters”, not the newly-registered.  In New Boston alone, five elderly women, lifetime Democrats, testified that they were given Republican ballots because they were suddenly registered as Republicans. 
VIOLATION #6: Secretary of State did not collect required data regarding “types of ballots” in violation of state law RSA 659:73

State law RSA 659:73 requires local election officials to provide information regarding the number and types of ballots cast at the election. 

659:73 General Content of Return. The election return forms shall include, but not be limited to, the name of each person voted for and the number of votes cast, the number of affirmative and negative votes cast on any question submitted to voters, information relating to the number of voters and to the number and types of ballots cast at the election.

By “types of ballots” we understand this to include any “unofficial ballots” that may have been produced by local election officials per RSA 659:24:

659:24 Unofficial Ballots. If the supply of ballots shall become exhausted before the closing of the polls, it shall be the duty of the town or city clerk to cause unofficial ballots to be prepared as provided in RSA 658:35. Except as provided in this section and in RSA 658:35, no ballot without the official endorsement shall be allowed to be deposited in the ballot box.
However, the Secretary of State’s response to a public records request asking for the number of unofficial ballots used in the 2008 Primary indicated this information is only provided on the moderator’s worksheet, which is an optional form provided by the Secretary to local election officials. As a result, the Secretary of State provides no means of verifying that the number of ballots used in an election versus the number of ballots distributed or produced as unofficial ballots.

PRR response here
VIOLATION #7: Numerous defective election returns received by the Secretary of State with no consequence in violation of RSA #659:79
659:79 Incorrect or Incomplete Return; Amendment. If a town or ward clerk shall make an incorrect or incomplete election return, the moderator may require that clerk, at his own expense, to appear and amend the return according to the facts. If the clerk shall refuse to appear and amend the return, he shall be guilty of a violation.

INSERT BBV DATA HERE
Conclusion to Part II.  

Voting is the most fundamental right in a democracy, because it is through voting that citizens protect all other rights. With the Office of the Attorney General, this division is responsible for ensuring that state elections are conducted in a fair and open manner.

When 84+% of the votes are counted by machines in secret, that is hardly an open system.  Even if citizens did have access to and oversight of the memory cards -- which is not the case -- the votes are being counted by bits and bytes inside a machine.  Not only is this black box count not publicly observable, but the software doing the counting is held as proprietary and not even the Secretary of State knows what it is doing. In an election, secret vote counting inside a black box is about as far as one can get from open.

Part III.  The Recount

Electronic voting proponents in NH rightfully point out that elections using paper ballots counted by hand can be tampered with by “old fashioned ballot box stuffing.” Yet in New Hampshire, these same electronic voting proponents point to NH’s manual recounts as the state’s failsafe against fraud.

What they fail to acknowledge is that electronic vote counting with no public oversight on election night opens the floodgates for invisibly fraudulent election results, and manual recounts with no public oversight for the chain of custody, the protection  of the ballots from Election Night until the time of any recount,  opens the floodgates for good old fashioned fraud. 
In other words, the NH system, with its e-voting on election night and recounts without secure chain of custody, consists of the worst of both worlds.

In order for a recount to be valid, the ballots that are recounted must be without any question the exact same ballots that were cast and counted on Election Day.  This means that the ballots must be held in the utmost security from the time they are cast the night of the election until the boxes of ballots are opened at the recount tables.    If the ballots were not secure between the time they were boxed up on Election Night and the time they were recounted, the recount is a sham.  

If in fact someone took the time and had the means to intentionally corrupt the optical scanners counting 84% of NH ballots and change the outcome of the election, then they would certainly have the means and motivation to corrupt the recount and ensure those results closely match the machine-tabulated results. To accomplish this, all it takes is strategic ballot substitutions, the very thing e-voting proponents readily point to as a high risk in hand counted elections when they justify electronic vote counting.
For example, if the machines in some locations took some votes from Candidate A and gave those votes to Candidate B, then before a recount someone would need to get to the ballots in those locations.  They would need to take out the same number of ballots that had been cast for Candidate A and substitute ballots marked with Candidate B.  
The old ballot swapping fraud. 
Any extra ballots ordered and unused could have been used as substitute ballots. With the small margins of victory in today’s elections, targeting only specific areas, it would not even take a lot of ballot manipulation to successfully pull off such a fraud.
Records requests to the Secretary of State to account for numbers of ballots ordered, delivered, used, or copied for substitute ballots at the local level have yielded few answers. Apparently the Department of State has no procedures in place to account for and reconcile numbers of ballots. Or if they have a procedure, they are not sharing the information in response to numerous public records requests. 

This is only one of many fatal flaws revealed in NH’s ballot chain of custody during the Primary 2008 recounts.

In stark contrast to the failure to provide a secure ballot chain of custody, New Hampshire recounts exemplify perhaps one of the best hand count methodologies in the nation. It is organized, orderly, respectful, and a true community process.  For most recounts involving a limited number of candidates for a given office, NH uses the Sort and Stack method. This involves 2 state-employed paid counters and an allowance for at least one observer per candidate represented on the ballot.  This means that every ballot has at least 2 sets of eyes on it, and usually at least 3 and more.  

The Primary 2008 recount process allowed many citizens to observe the process and make note of what was exemplary and what was troubling.  NH has several fine statutes in place to ensure the security of the ballot chain of custody – i.e., the whereabouts and security and personnel responsible for the ballots between the election and the recount.  

However, during the 2008 recount many of those statutes were violated.  The breaches in the chain of custody provided more than one way by which the ballots could have been tampered with, calling into question the entire process and results.
There are several places and ways such tampering could have taken place.

1. At the local jurisdiction, in the week/s between the election and the recount, by an insider from the city or town or by an outsider coming in for that purpose, if the ballots were not under secure lock and key at all times, something that can not honestly be said for the majority of NH’s old town hall closets – or even basements -- where many boxes of ballots are stored. 
2. Between the time they were picked up from the city/town and the time they were delivered to the State Archive Building in New Hampshire’s capitol, Concord.  

a. This could have been when the boxes of ballots were in the van transporting them to Concord.

b. Or some other way such as dropped off along the way and picked back up before delivery to Concord. Citizen observers following the van reported at least one time when the van stopped to meet another van along its route. Others observed the van collecting ballots wrapped in newspapers at a way station rather than in a secure container from a secured location.
3. After the boxes were in the State Archive Building.

a. This could have occurred when the ballots were in the “ballot vault.”  At least 4 persons have keys to that room.

b. This could have occurred when the boxes were left unsecured in the counting room overnight.  Many people have entry to the building and no card key would have been necessary to enter the area of the building  called the counting room. Records requests revealed a number of unidentified persons with key card access to the building interior.
c. Ballot tampering could have happened when the ballots were first unloaded in the back of the building.  Several of the persons entered via the back of the building so did not need card key entry to the storage area. Although citizen observers were told the building was closed and all activity ceased at 4:30 PM, video evidence disclosed that ballots were often delivered after dark with no public oversight. Additionally, on one occasion it was noted that the Department of State ordered a K-9 police unit to keep citizen observers at bay, restricting their ability to practice any real oversight of ballot handling during delivery to the back of the Archive Building.
VIOLATION #1: Violation of state law (RSA 659:97) - Ballots were not stored and transported in boxes provided by the Secretary of State’s office.

As stated above in Part II, boxes arrived at the State Archive Building for the recount in non-uniform boxes, with various methods of taping, many not properly sealed.  Some had gaps through which a hand could easily fit.  One jurisdiction sent their ballots in bundles wrapped in newspaper. Others came wrapped in brown paper.  Some boxes came with no tape.  Many ballots were returned in the same boxes in which they were received from the printer/Secretary of State’s office, but this led to some ambiguity about when and by whom openings in the boxes had been made.

VIOLATION #2: Violation of state law (RSA 659:97) -  Many ballot boxes were not properly sealed, and what were referred to as “seals” were in fact simply peel-off removable labels that did not seal anything.
As noted above, Part II, the Secretary of State violated state law by providing removable labels and not seals to secure ballot containers. The “seals” that were used to secure the boxes were in fact “removable labels”; they did not stick securely to the boxes.  In fact, they could easily be removed and re-attached like “Post-it” notes, leaving no evidence of having been removed from the box on which they’d been placed.  As such they were not “seals” to the boxes; In order for the ballots to be secure, tamper-evident seals would have had to have been provided, as indicated by state law.  Many ballot boxes were delivered to the State Archive Building for recounting with tops not secured and some with nothing more than the post-it style removable labels provided by the Secretary of State’s office.

VIOLATION #3:  The boxes of ballots were not picked up for the recounts by State Police officers in violation of the intent of state law (RSA 660:5). 

State law RSA  660:5 states that if so instructed by the Secretary of State, the ballots are to be picked up by the State Police.  Clearly the intent of the law is to provide a secure transport of ballots in the recount ballot chain of custody. We do not know whether the Office of the Secretary of State ordered the State Police to pick up the ballots from the cities and towns, but we do know there is a reason for the sense of the statute:  Police are thoroughly screened for trustworthiness and honesty.  The state conducts background checks on them. We as citizens feel more secure with our ballots in their possession than in the possession of some random state employees, no matter who they are.  If they have not been screened, if they have not had background checks, they have no business handling such sensitive national security records as our ballots.
For most of the cities and towns, a van driven by two state employees, followed by a solitary state trooper, drove around to pick up boxes of ballots at the various jurisdictions throughout the state. Furthermore, citizen election observers following the vans observed them speeding at 85 and 90 mph in 55 mph zones; speeding through school zones with school zone lights flashing; going 45 and 50 mph in 25 and 35mph residential areas, and making obvious and successful attempts to “lose” the citizen observers. The observers were left to wonder what was being done with the unsecured ballots inside the van and during the times after the van successfully “lost” their vehicles.

In at least one instance, the Town Clerk drove the ballots down to the Office of the Secretary of State in Concord!  From there a state trooper picked them on the final day of the recount.  How long were they at the Secretary of State office?  Where were they kept?  How were they secured?  Why did this happen?   Deputy Secretary of State David Scanlon said because they had trouble getting hold of the Clerk.  Were other ballots sent to the recount by other methods and routes too?    

VIOLATION #4:  Ballots were not always delivered in an open and public manner.

There was a great deal of conflicting information and obvious back tracking regarding the delivery of the first ballots brought into the State Archive Building.  It became apparent that the Office of the Secretary of State wanted them brought in without public oversight. 

When public records requests were made about the delivery of the ballots through 2:00 p.m. on January 18, there was no accounting given for the ballots from Manchester, which were the first delivered.

On several days of the recount, ballots were delivered after the recount had ended for the day, after dark, when most of the employees were gone from the building, and at a time that the delivery was not witnessed by any member of the public or the citizen monitors.   

No route needed to be so long as to bring the drivers back so late.  Why was this done?  It was known by the Secretary of State that the recount observers and monitors were watching and sometimes even filming the arrival of the ballots.  On at least one occasion police guard dogs were present when the ballots were being unloaded in the back after dark.  What were they guarding?  

In a response to a records request the Department of State denied having ordered the K-9 unit. In contrast, the NH Department of Safety responded promptly and honestly and delivered the records of the K-9 dispatch to the Archives Building. This was after the recount had begun and after it was obvious that the observers were interested in the condition and appearance of the boxes as they arrived. The growling K-9 unit ensured no public overseers got close enough to film or observe very much of what was going on.
In one instance, a citizen approached the archives building in the dark, looking through a rear window and saw a group of employees with boxes of ballots.  The observer rapped on the window.  They said, “No ballot boxes in here,” and then turned out all the lights so citizens outside could no longer see in!   All the people in the archive building were then left standing in the dark with a pile of ballots that they claimed were not ballots, yet video captured them with the obviously identifiable ballot boxes. Why would they lie about this, and what were they doing in the dark with the ballots? 

VIOLATION #5:  The uncounted ballots were not always kept overnight in the security of the “ballot vault.” 

Video recorded on the night of the recount January 17 reveals boxes of uncounted ballots were not stored in the “vault” in the State Archive Building, but rather in the “counting room”, which is not a secure room.  Secretary Gardner claimed that the room was secure -- because he put one of the easily-removable “seals” (discussed above) across each of the double door entries to the room.
Secretary of State Bill Gardner could give no explanation for the change in procedure; he could only say that both places were secure, the ballot ‘vault’ and the more public counting room.   When questioned the following day (January 18) about the procedural change, Assistant Secretary of State David Scanlon replied by saying that he didn’t have to answer and walked away.

It is unknown how many nights ballots were left unsecured in the building to which numerous unnamed persons have key card access.

VIOLATION #6:  Opened boxes of uncast (blank) ballots were left unattended in the “counting room.” 

On at least one occasion during the recount, boxes of blank ballots were left in the counting room with no oversight whatsoever.

This is of note because it is extra uncast ballots that would have been needed to mark and use as substitute ballots in the boxes.  Having boxes left around, virtually unaccounted for, is yet more proof that no real accounting/reconciliation was done for unused ballots.  If some were missing because they were used as substitute ballots, no one would ever be the wiser.

VIOLATION #7:  Opened boxes of unused (blank) “seals” were left unattended in the “counting room.” 

On at least one occasion during the recount, boxes of blank “seals” were left in the counting room with no oversight whatsoever.  As explained above, the “seals” were in fact removable labels, and were supposed to be signed by two Selectmen and the city/town Clerk.  

This is of note because if for some reason, the original removable label peeled off to re-package boxes of ballots were discarded, new unused labels could have been substituted and the signatures forged.  Public records requests have revealed instances of apparently forged signatures on some of the moderator’s tally sheets, and on further scrutiny, it may also be found that labels too had forged signatures.  Leaving boxes of unused ‘seals’ around indicates that, as with the blank ballots, no real account was kept.  The easier to cover up any unauthorized use. 

VIOLATION #8: Violation of the law (RSA 660:5) -  Every ballot was not examined during the recount.

RSA 660:5 states:

When counting the ballots, the secretary of state or his or her assistants shall visually inspect each ballot.

Some piles of ballots that the observers were told were uncast ballots were fanned/flipped through like a deck of cards by a Las Vegas dealer, some remained in rubber-banded piles, some were not even taken from the boxes, even if asked. For the most part, observers were not shown the faces of the uncast ballots.  When they inquired about the reason and asked to be allowed to ‘see’ that in fact every one was still blank, they were refused. It should be noted that the refusal to allow observers to see and even count uncast ballots is a deviation from past procedures. Witnesses and even counters from previous recounts have confirmed, and are ready to swear under oath, that traditionally uncast ballots were usually, if not always, fanned for observers, and counted on request.
VIOLATION #9:  Procedures for photocopying of ballots were not followed

Photocopied ballots present a huge opportunity for fraud because there is no verifiability or accountability. These are ballots that were photocopied at the polling places if a jurisdiction ran out of official ballots.
Both Deputy Secretary of State David Scanlon and Assistant Secretary of State Anthony Stevens were interviewed about photocopied ballots and both said they did not know which towns made extra ballots or how many were used.  They suggested that the towns needed to be asked directly.  Scanlon said he was not sure any were used. Yet in Londonderry alone, the Clerk said she had used 567 Democratic photocopied ballots.   

Scanlan and Stevens are saying that NH has a system where a town can create ballots and create new voter same-day registrations, and there is no accountability for any of it.

VIOLATION #10 Violation of state law (RSA 654) - New registrants were not properly vetted for residency

In at least one town (Woodstock), the forms that the same-day-registration voters filled in were missing addresses.  This is a violation of state law (RSA 654)
Accusations were made that one of the candidates brought in busloads of people from out of state to register and vote in New Hampshire on primary day. 
NH state law  RSA 654:12 Section V b&c is intended to provide oversight of election day registrants who do not have a photo ID to prove who they are, as follows:

(b) The secretary of state shall cause a letter of identity verification to be mailed by first class mail to each voter identified at a state general election as a first-time election day registrant in New Hampshire who also did not verify his or her identity with an approved photo identification.  The letter shall be mailed within 90 days after the general election. The secretary of state shall mark the envelope with instructions to the United States Post Office not to forward the letter and to provide address correction information.  The letter shall notify the person that a person who was unable to present photo identification registered or registered and voted using his or her name and address and instruct the person to contact the attorney general immediately if he or she did not register and vote.

(c) The secretary of state shall cause any letters mailed pursuant to subparagraph (b) that are returned as undeliverable by the United States Post Office to be referred to the attorney general.  Upon receipt of notice from a person who receives a letter of identity verification that the person did not register and vote, or upon receipt of a referral from the secretary of state, the attorney general shall cause an investigation to be made to determine whether fraudulent registration or voting occurred.

Records requests were sent to the Secretary of State requesting all documentation pertaining to compliance with this law for the Primary 2008 election. 
The Secretary’s response to this public records request seems to indicate that he did not comply with this law either: 

"The only documents that pertain to compliance are your email dated March 27th, our response letter dated April 2, your letter dated April 4 and our response dated April 15."

The Department of State responses dated April 2 and April 15 indicated that the Secretary had no documents responsive to our request.

VIOLATION #11:  Ballot Inconsistencies

Minor Candidates in clumps

During the recount there were several instances of ballots observed coming out of the boxes in order by minor candidates – i.e., a group for minor candidate A then a group for minor candidate B, etc.   What could account for that?  The ballots fed into the scanners by the voters were in total random order and presumably they came out of the scanner and went into a ballot box in random order.  

These clusters could only have happened if the ballots were sorted before the boxes were opened at the recount, either before they were put in the boxes on election night or some time following that.  Why might they have been sorted?   Who sorted them?  The ballots by law are not supposed to be handled by anyone other than sworn counters in a public count or recount.
A run of one candidate’s bubbles all filled in with the identical distinctive mark

There were also instances of a ‘run” of ballots for the same candidate that had bubbles filled in all with a certain distinctive mark to them.  They appeared to all have been filled in by the same person – as if they were some of the ballots that may have been substituted before the recount, so that the recount would closely align with the official results announced on election night.

VIOLATION #12:   Reconciliation lacking
No reconciliation of ballots: It is impossible to check ballots cast to ballots delivered minus remaining uncast ballots 

It has proven almost impossible to determine how many ballots the Department of State originally ordered for the Primary 2008 election, how many were actually cast, how many were spoiled, and how many unused.  In an election, reconciliation of ballots is a critical component in honest accounting of election results. The Department of State understands that reconciliation of all numbers is an essential element in clean election management, as shown in the fact that its own Election Procedure Manual includes detailed information of reconciliation procedures. 
But the Department of State only recommends reconciliation be included in local election practices, and the Department has established no reconciliation procedures for the state’s own election management at all (for elections and recounts both).

Reconciliation means that all relevant election numbers are reconciled. These include the numbers of voters checked in, the total number of votes cast, the number of ballots cast, the number of ballots spoiled, and the number of unused ballots.

As noted above, the Department of State refused all requests for reconciliation of ballots delivered, cast, and unused, that were made by both the Democratic and Republican candidates paying for the recounts, and by citizen observers as well. A complete lack of accounting and reconciliation of photocopied ballots only makes things worse.

Candidates are not allowed access to all the different categories of ballots: Printed Regular, Printed Absentee, Cast regular, Spoiled, Blank, Cast Absentee, Photocopied, Cast Photocopied, Uncast Regular, Uncast Absentee, Uncast Photocopied.

With no reconciliation in place, the recount results are completely meaningless. They have no more validity than if your bank tells you you’ve got $100 left in your checking account but refuses to tell you how much you started with and how much you spent during the month. This is math 101. 
You wouldn’t accept this from your bank. We shouldn’t accept this from our election officials.
No required reconciliation of voter turnout

As well, on a recount there is no required reconciliation on total voter turnout – i.e., no comparison of ballots cast with sign-in sheets of ballots.  NH cities and towns are requested to provide this information, but there is no legal requirement for them to do so, and the Department of State has not disclosed its procedures for reconciling this data either (an outstanding public records request has asked for this information). 

Records requests for source documents from NH cities and towns reveal an alarming number of discrepancies between numbers of voters checked in and numbers of ballots cast. 

As well, nobody knows how the Department of State determines which numbers to use in its official results, meaning, apparently in the face of conflicting data, the Department of State can report whatever it likes. 

Records requests have been submitted - but not yet answered - to the Department of State concerning their accounting procedures for election numbers, including change or error logs for numbers that they themselves have changed on their public website from one day to another.

Not surprisingly, NH, with its unaccountable and irreconcilable numbers, is one of the few states that does not provide election data to the Election Assistance Commission, the federal agency authorized to act as an information clearinghouse on national election data.
VIOLATION #13:  Miscellaneous
Not all checklists submitted on time. 

State law(RSA 659:102) says that the Voter Checklist from the cities and towns must be turned in with election results:

“No later than the second Friday after each regular state general election, and for each presidential primary election, the supervisors of the checklist in the towns, and the corresponding officers in the cities, shall send one of the marked checklists which were used in that election, certified by the officers, to the state archives.”
While some cities and towns faithfully send well-kept Moderator Sheets and Check-in Lists to the Secretary of State following each elections it appears that others do not.  By law, the Secretary of State is supposed to implement "rules" for procedures, which are as good as law.  But the Department of State instead issues only a manual of statutes and suggested procedures, which are not statutory.  Suggested procedures are not adequate for our more and more complex elections.   
It can be seen from this Primary that we need statutes that are understood by all and that all comply with.

When people show up to vote, their names are checked off but there is no signature required  

This is great and speaks well of community-based voting where we all know one another and it would be hard for a stranger to try to vote in someone else’s name.  However, it is also a security hole. If we have a situation where someone is trying to add votes for a particular candidate, and has access to the lists and the boxes of ballots, they need only add a checkmark to the name of a voter who did not vote, mark an unused ballot how they wish and add it to the pile.  With no signature required to validate if people really show up it is much easier for someone to add in some ballots and just check off usually-absent voters. 

There are great inconsistencies in the execution of election and recount laws and procedures
Some city and town clerks and some election moderators are very conscientious about following procedures and some are not.  Although the law imposes penalties, it is not clear if these are in fact invoked and if there are real consequences for violations.
Moderators often do not complete all the data required on the Moderator Certificate

In particular, on the New Hampshire form, "Moderator's Certificate," (not a required form), moderators are asked to provide the "make, model, and serial number for each of the machines used in you town or ward."  Although it can be very useful information, this information  is often not provided. 
Furthermore, the Moderator’s Certificate, arguably the most comprehensive source of election information, is only “suggested” rather than mandatory.
Conclusion to Part III.  

There were multiple breaches in the chain of custody ballot security between the night of the Primary on January 8 and when the boxes of ballots were opened for recounting beginning on January 16.  There were a multitude of breaches and some egregious enough to render the recount results meaningless.  

Voting is the most fundamental right in a democracy, because it is through voting that citizens protect all other rights. With the Office of the Attorney General, this division is responsible for ensuring that state elections are conducted in a fair and open manner.

Were all aspects of the recount process conducted in a Fair and Open manner?  Sadly, NO.

Part IV.  Irreconcilable Differences

THIS WILL CONTAIN EXAMPLES AND PHOTOS OF UNRECONCILABLE NUMBERS COLLECTED FROM NH CITIES AND TOWNS, AND THE STATE ITSELF DURING THE RECOUNT. MORE VOTES THAN VOTERS, ETC.

Part V NH State Audit

THIS WILL CONTAIN SUMMARY OF AND CONCURRENCE WITH THE FINDINGS OF THE OFFICIAL NH STATE AUDIT OF DEPT. OF STATE – RELEASED 2008
Audit of NH Department of State reveals "significant deficiencies"

http://www.gencourt.state.nh.us/lba/PDF/sos_2007.pdf
The State Audit Results:

Internal Control Comments

Significant Deficiencies 

Administration

· Internal Controls Must Be Improved

· All Significant Aspects Of The Department’s Control Structure Should Be Documented

· Appropriate IT Controls Must Be Adopted

· Formal Risk Assessment Policies And Procedures Should Be Established

· Formal Fraud Reporting Policy Should Be Established

Revenue

· Controls Must Be Improved Over Revenue Processing

· Controls Over Processing Mutual Fund Registrations Must Be Improved

· Controls Over The Operation Of The New Hampshire Vital Records
· Information Network System Must Be Improved

· Revenues Should Be Deposited Into Statutorily Designated Accounts

· Federal Participation In Program Expenditures Should Be Collected Timely

· Controls Should Be Improved Over Collection Of Miscellaneous Fee Revenues

· Effective Reconciliation Procedures Should Be Incorporated Into Online Returns Filing System

· Input Edit Controls Should Be Improved In The Secretary Of State Knowledge Base System

General Expenditures

· Effective Controls Over The Expenditure Process Must Be Established

· The Corporate Administration Account Should Only Be Used For The Statutory Purpose Of The Account

Help America Vote Act/Election Fund

· The General Fund Should Not Be Used To Supplant The Election Fund In The Funding Of Help America Vote Act Expenditures

· Effective Accounting Procedures For The Help America Vote Act Programs Should Be Established

· Only Allowable Costs Should Be Charged To Help America Vote Act Program

· Written Procurement Policies And Procedures Should Be Established For Federal Program Expenditures 

Payroll And Contractor Expenditures

· Controls Over Payroll Must Be Improved

· Risk To Operations Resulting From Employing Relatives Should Be Addressed

· Controls For Documenting Leave Accounting For Other Than Classified Workers Should Be Improved

· Relationship With Independent Contractors Should Be Documented

· Controls Over Contracts, Including Changes To Contract Provisions, Should Be Improved

Other

Equipment Accountability And Reporting Controls Should Be Established

Compliance Comments

Federal Compliance 

· Federal Approval Should Be Requested Prior To The Expenditure Of Help America Vote Act Funds For Capital Assets 

· Federal Program Reports Should Be Completed And Filed

State Compliance 

· Capital Budget Status Reports Should Be Filed

· Archive Inventory And Procedures Manual Should Be Prepared

· Resolution Of Inconsistency In Statutes For The Director Of Vital Records Position Should Be Requested

Part VI.  Remediation 

The State of NH must take serious and drastic steps to provide assurance of election integrity to its voters.

· The Office of the Secretary of State must be held accountable, must comply with State law, and follow the statutes and procedures regarding the conduct of elections. Disciplinary consequences must be mandated and enforced for the Secretary of State’s office for any future violations of any current regulations, of any remedial measures or future regulations.

· The Office of the Secretary of State must replace its legislative representative (Deputy Secretary Scanlan) with someone who will represent voter rights rather than the special interests of the private corporation providing electronic voting equipment to the state. Deputy Secretary Scanlan has consistently and inappropriately used his position to present testimony that is biased in support of private special interests and against the interests of the citizens of NH, the NH Constitution, and the responsibilities of his office. The Office of the Secretary of State must provide appropriate testimony that includes realistic guidance and information regarding the costs and documented issues with the voting technology used in the state, and must also share with the Legislature its expertise and realistic information regarding the costs and the proper management of hand count elections.

· The Office of the Secretary of State must require and conduct background checks for all of its employees and make this information publicly available.
· The Office of the Secretary of State must disclose any conflicts of interest that exist with any of its employees that may affect their ability to carry out the responsibilities of their office, including Directorships on Boards that raise funds in association with public education of the Primary or otherwise. 
· The Office of the Secretary of State and the Ballot Law Commission must hold hearings and come to a determination as to the constitutionality of using secret vote counting technology in the state of NH.

· The Ballot Law Commission must revisit its 2006 decision to grant unconditional approval of defective technology for use in NH elections, and make an appropriate decision based on its own rule in approving technology, which reads:
“The commission shall approve the request following a public hearing if the commission finds that adequate safeguards have been provided to ensure the integrity of election results and the machine or device complies with these rules and the election laws of the State of New Hampshire.”
· The Department of State and the Ballot Law Commission must implement appropriate procedures and requirements for contracting with private interests handling such sensitive national security data as NH ballots and vote counting. These procedures and requirements must include background checks for all employees, as well as secure chain of custody provisions, state and public testing and oversight and retention of memory cards, and other requirements and procedures appropriate to the level of security mandated by national security considerations.
· The Attorney General must take responsibility for overseeing adherence to state and federal laws and statutes, and penalties must be defined and meted out for violations or noncompliance. Greater scrutiny must be paid by the Attorney General to all election and election recount operations.

The Voting Rights Act, 1965, Section 12 reads:

SEC. 12. (a) Whoever shall deprive or attempt to deprive any person of any right secured by section 2, 3, 4, 5, 7, or 10 or shall violate section 11(a) or (b), shall be fined not more than $5,000, or imprisoned not more than five years, or both.  [Citizens reported finding their party affiliation changed without their request or knowledge. The Attorney General must initiate an investigation to reconcile voter status forms and the statewide voter registration system to identify any breaches or discrepencies.]

(b) Whoever, within a year following an election in a political subdivision in which an examiner has been appointed (1) destroys, defaces, mutilates, or otherwise alters the marking of a paper ballot which has been cast in such election, or (2) alters any official record of voting in such election tabulated from a voting machine or otherwise, shall be fined not more than $5,000, or imprisoned not more than five years, or both.  [“Any official record of voting” includes memory cards.]

· Appropriate disciplinary actions, including any felony or other charges must be filed against all persons whose responsibility it is to follow the laws pertaining to ballot security and retention but who fail to do so. 

· The voter registration lists must be cleaned up so that every voter is properly registered.   Even though everyone receives the same ballot in November’s election, it is imperative that citizen party affiliation is correctly noted. 
· The Department of State must implement procedures to secure and monitor all activities related to the statewide voter registration database, including change reports, logs, and other documentation and security protocols to detect hacking, unauthorized and authorized access, and must implement protocols for circumstances of voters finding their party affiliation or other data altered without their knowledge.

· The Secretary of State must comply with state law and provide secure ballot containers to every city and town.  The boxes for transport of the ballots from the municipalities following an election, must be different from the ones in which the ballots were delivered to the jurisdictions, to prevent any ambiguity about former openings in the boxes. The boxes should have no ‘clutter’ on them (a common diversionary fraud tactic); this should be the original use. 
· Security protocols must be established and enforced to ensure a secure ballot chain of custody, from start (when ballots are printed) to finish (distribution, photocopying, containing, securing, transporting, etc.)  Furthermore, they must be guarded following an election until time runs out for a legal recount.
· The Office of the Secretary of State must comply with state law and provide real security, tamper-evident seals and not removable labels for securing ballot boxes. The Secretary of State must clearly regulate for the cities and towns the appropriate means of securing all boxes of ballots.  The seals ordered in the future must indeed be seals that seal the boxes in an unequivocally secure manner; if such seals are removed from any box prior to the time of any recount, it must be easily apparent to all observers.

· In any future recounts where boxes or are found not to comply, the entire election must be deemed invalid.
· Each polling site must reconcile number of ballots (1) received from Secretary of State, (2) voted, (3) spoiled, (4) uncast, and (5) absentee. The Department of State must account for these numbers and make them publicly available immediately following Election Night.
· The Moderator Certificate must be made mandatory, and include all the above plus number of (6) registered voters, (7) same-day registrations, (8) voters on sign-in sheet, (9) photocopied ballots produced, and (10) photocopied ballots used.  
· A newly revised Moderator Reconciliation Sheet including the above data must be mandatory.
· Copies of all the above must be submitted to the Secretary of State’s office on schedule. The Department of State must account for these numbers and make them publicly available.
· The Office of the Secretary of State must reconcile the same for the entire state and account for these numbers and make them publicly available.

· The Office of the Secretary of State must record and make public any and all changes it makes to the official results and all election numbers and provide explanation for same.

· Every step covered in the statute for same-day registration of new voters must be followed to the letter.
· The Office of the Secretary of State must comply with the law and follow up on all election day registrations completed without photo id, and must make this report public.
· The state must reject the inappropriate and irresponsible DOJ Donsanto advisory and impose its own appropriate standards for memory card retention and voting records in compliance with the intent of the Voting Rights Act.
· The contents of the memory card records must be publicly reviewed and tested before all elections and made available to the public if requested in a timely manner, before elections are certified.  

· The State must take seriously the chain of custody for the cards. Security protocols must be developed and implemented. Appropriate disciplinary actions, including any felony or other charges must be filed against all persons whose responsibility it is to follow the laws pertaining to ballot retention but who failed to do so. 

· The chain of custody must be documented clearly and meticulously, made public, and methods for citizens’ monitoring the chain of custody must also be defined.

· The security of the ballots is tantamount and it must be understood that they should be safeguarded at all times.  Every aspect of the “chain of custody” of the ballots and of all related election materials that must be protected must be explicitly spelled out by future statute.  
· These statutes must be made known to every office employee of the Secretary of State, to every city and town clerk and selectperson, to the state police, and to every other person involved in said chain of custody.

· Penalties for violation must be attached to every chain of custody statute.  There must be charges brought and appropriate penalties against the responsible parties for any violations.

· Every step of the chain of custody must be open to citizen scrutiny and observation.  Ideally, cameras should be set up to be on the ballot boxes at all times and broadcast live over the internet for citizens to oversee.  (This could be extended to the counting procedures as well.)  

· The State should implement a publicly available inspection/site visit to LHS facilities where the NH memory cards are programmed and should make such site visit(s) accompanied by appropriate technical people recommended by a group of NH citizens who have established their qualifications in their work for election integrity for several years.  

· The state should request particular records from LHS, as recommended by the above experts, and turn these over to said technical experts for analysis.

· The state should have all the memory cards sent from LHS to the computer lab at either UNH or Dartmouth College for study and validation, and sent on directly to the cities and towns from there.

· For every election, the state should request records from LHS after the cards are programmed and before the actual election and should make those available to the public immediately through Public Records Requests.
· The NH statutes should be tightened so that, just as LHS must bear the cost of an invalid recount due to an employee’s failure to properly program and test LHS’ machines (RSA 656:42:  V), LHS should as well be obliged to reimburse all costs related to investigation of their procedures.  (In this current case it would mean that they would bear responsibility for investigating the accountability for every memory card.)
· The records and the doors of LHS must also be open to the offices of the Attorney General and the offices of the Secretary of State for all testing, all maintenance, programming, bookkeeping, etc.  The State, perhaps the Office of the Secretary of State or the Ballot Law Commission with the addition of a few citizen election activists should be welcome at all times to review/witness their work, their procedures, their books, etc.
· The statute should be strengthened so instead of saying “If” the Secretary of State directs the state police to transport the boxes of ballots from the cities and towns to Concord for a recount, it would direct the state police to transport the boxes  If one additional state employee rides with the trooper to carry the boxes, the statute should direct him to  be in sight of said trooper at all times, including when the vehicle is in motion.  When the vehicle is traveling, all troopers and/or trooper and other state employees must be in passenger seats, follow speed limits and state laws, and remain clearly separated from the boxes of ballots.  This will prevent any appearance of possible ballot tampering while the ballots are being transported.

· Candidates in any election and in any recount must have access to all the different categories of ballots:  Printed Regular, Printed Absentee, Cast regular, Spoiled, Blank, Cast Absentee, Photocopied, Cast Photocopied, Uncast Regular, Uncast Absentee, Uncast Photocopied.

· All current and future regulations must be complied with to the fullest degree.  There should be no inconsistencies in the execution of election and recount laws and procedures from one city to town to another, or by different people within the Office of the Secretary of State.
· The very best thing NH could do is decertify the current equipment and find alternative means of vote counting.  NH has established an excellent system for community vote-counting, and the hand count method -- especially the Sort and Stack method as was used for the recounts -- has time and time again proven to be the most accurate and by far the least costly.  At least for the top races, New Hampshire should immediately switch to hand counting the votes.

· At the very least, as long as NH continues to allow the use of secret vote counting, the Office of the Secretary of State must impose requirements, training, and protocols for implementing parallel hand counts using the Uniform Ballot Sampling method for every machine-count city and town.
· The State should ensure that citizen representation exists on all election-related committees and commissions and remove the inherent cronyism of its habit in creating appointed commissions and positions.
New Hampshire can “clean up its act” and return to its place as the beacon for the nation with comprehensive election laws and procedures that are both written -- and followed. 
New Hampshire can be first in the nation to hold its Presidential Primary and first in the nation in this century to have elections with observability, accountability, checks and balances, and real transparency.
We certainly hope they will rise to the challenge.   The whole nation is depending on it.

==end==
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