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	IHE Domain
	IT Infrastructure

	Change Proposal ID:
	CP-ITI-1014

	Change Proposal Status:
	Completed

	Date of last update:
	April 27, 2022

	Person assigned:
	Lynn Felhofer 


Change Proposal Summary information:

	Fix XCDR Auditing Specification

	Submitter’s Name(s) and e-mail address(es):
	Eddy Bakker (eddy.bakker@forcare.com)

	Submission Date:
	2017-01-30

	Integration Profile(s) affected:
	XCDR

	Actor(s) affected:
	Initiating Gateway and Responding Gateway

	IHE Technical Framework or Supplement modified:
	XCDR Trial Implementation (Aug 2021)

	Volume(s) and Section(s) affected:
	Volume 2, 3.80.7

	Rationale for Change:

The homeCommunityId is listed as attribute of the audit Destination. However, the Destination of is of type ActiveParticipant which according to the DICOM schema does not allow a homeCommunityId attribute.
In addition, actor names are corrected in the Event tables.

20220208 notes:  We do not audit homeCommunityId in ITI-39, so perhaps we should remove the attribute here.

20220308 notes:  Rather than remove homeCommunityId, add another activeParticipant to contain it.

20220427 notes:  
It was noted, we do not clearly specify cross-community audit when there are multiple hops associated with a transaction.  CP-ITI-1136 in Ballot 60 is related to this one, and we will determined how to resolve this CP based on how that one is resolved.


Update XCDR TI Supplement Sec 3.80.7.1 and 3.80.7.2:

3.80
Cross-Gateway Document Provide [ITI-80]

…

3.80.7 Audit Record Considerations

The Cross Community Document Provide Transaction is either a PHI-Import event or a PHI-Export event, depending on the actor, as defined in ITI TF-2: 3.20.4.1.1.1, Table 3.20.4.1.1.1-1, with the following exceptions. 
These audit messages are identical to [ITI-41] with the exception of the EventTypeCode and the inclusion of homeCommunityId; see ITI TF-2: 3.41.5.1.
3.80.7.1 Initiating Gateway audit message:
	
	Field Name
	Opt
	Value Constraints

	Event

AuditMessage/
EventIdentification
	EventID
	M
	EV(110106, DCM, “Export”)

	
	EventActionCode
	M
	“R” (Read) 

	
	EventDateTime
	M
	not specialized

	
	EventOutcomeIndicator
	M
	not specialized

	
	EventTypeCode
	M
	EV(“ITI-80”, “IHE Transactions”, “CrossGatewayDocumentProvide”)

	Source (Initiaing Gateway Document Source) (1)

	Human Requestor (0..n)

	Destination (Responding Gateway Document Repository) (1)

	Community (Responding Gateway) (1)

	Audit Source (Initiaing Gateway Document Source) (1)

	Patient (1)

	SubmissionSet (1)


Where:
…

	Destination

AuditMessage/
ActiveParticipant
	UserID
	M
	SOAP endpoint URI of the intended recipient Responding Gateway.

	
	AlternativeUserID
	U
	not specialized

	
	UserName
	U
	not specialized

	
	UserIsRequestor
	M
	“false”

	
	RoleIDCode
	M
	EV(110152, DCM, “Destination”)

	
	NetworkAccessPointTypeCode
	M
	“1” for machine (DNS) name, “2” for IP address

	
	NetworkAccessPointID
	M
	The machine name or IP address

	
	HomeCommunityID
	M
	The homeCommunityId of the destination intended recipient


	Community
AuditMessage/
ActiveParticipant
	UserID
	M
	The homeCommunityId of the intended recipient Responding Gateway.

	
	AlternativeUserID
	U
	not specialized

	
	UserName
	U
	not specialized

	
	UserIsRequestor
	M
	“false”

	
	RoleIDCode
	M
	EV(“urn:ihe:homeCommunityID”, “IHE XDS Metadata”,  “homeCommunityId”)

	
	NetworkAccessPointTypeCode
	U
	not specialized

	
	NetworkAccessPointID
	U
	not specialized


…

3.80.7.2 Responding Gateway audit message:

	
	Field Name
	Opt
	Value Constraints

	Event

AuditMessage/
EventIdentification
	EventID
	M
	EV(110107, DCM, “Import”)

	
	EventActionCode
	M
	“C” (Create) 

	
	EventDateTime
	M
	not specialized

	
	EventOutcomeIndicator
	M
	not specialized

	
	EventTypeCode
	M
	EV(“ITI-80”, “IHE Transactions”, “CrossGatewayDocumentProvide”)

	Source (Initiaing Gateway Document Source) (1)

	Destination (Responding Gateway Document Repository or Document Recipient) (1)

	Community (Responding Gateway) (1)

	Audit Source (Responding Gateway Document Repository or Document Recipient) (1)

	Patient (1)

	SubmissionSet (1)


Where:
…

	Destination

AuditMessage/
ActiveParticipant
	UserID
	M
	SOAP endpoint URI

	
	AlternativeUserID
	M
	The process ID as used within the local operating system in the local system logs.

	
	UserName
	U
	not specialized

	
	UserIsRequestor
	M
	“false”

	
	RoleIDCode
	M
	EV(110152, DCM, “Destination”)

	
	NetworkAccessPointTypeCode
	M
	“1” for machine (DNS) name, “2” for IP address

	
	NetworkAccessPointID
	M
	The machine name or IP address

	
	HomeCommunityID
	M
	The homeCommunityId of the destination intended recipient


	Community
AuditMessage/
ActiveParticipant
	UserID
	M
	The homeCommunityId of this Responding Gateway.

	
	AlternativeUserID
	U
	not specialized

	
	UserName
	U
	not specialized

	
	UserIsRequestor
	M
	“false”

	
	RoleIDCode
	M
	EV(“urn:ihe:homeCommunityID”, “IHE XDS Metadata”,  “homeCommunityId”)

	
	NetworkAccessPointTypeCode
	U
	not specialized

	
	NetworkAccessPointID
	U
	not specialized


…

