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	Rationale for Change:
This CP has two goals to clarify requirements in ATNA:
1. User authentication is required, but user authentication is not part of ITI-19

2. ITI-19 applies to both Secure Node and Secure Application.  This CP uses the “role” method to remove a few legacy references to Secure Node (but no Secure App) in ITI-19.



Editor: Update ITI-19 sections starting at https://profiles.ihe.net/ITI/TF/Volume2/ITI-19.html#3.19
3.19 Authenticate Node [ITI-19] 

This section corresponds to transaction [19] of the IHE ITI Technical Framework. Transaction [ITI-19] is used by the Secure Node Actors
3.19.1 Scope 

In the Authenticate Node transaction, the local Secure Node A local Network Node presents its identity to a remote Secure Network Node, and authenticates the identity of the remote node. After this mutual authentication, other secure transactions may take place through this secure pipe between the two nodes.

In addition, the Secure Node authenticates the identity of the user who requests access to the node. This user authentication is a local operation that does not involve communication with a remote node.

3.19.2 Use Case Roles 

Table 3.19.2-1 Actor Roles

	Role:
	Network Node:   Establish a protocol-specific trust relationship with another node in a network.

	Actor(s):
	The following actors may play the role of Network Node:
       Secure Node

       Secure Application


Transaction text specifies behavior for each role. The behavior of specific actors may also be specified when it goes beyond that of the general role.
Actor: Secure Node 

Role: Establish a protocol specific trust relationship between two nodes in a network. Establishes the identity of a user, and authorizes access to the patient data and applications at the node. 

Actor: User 

…
3.19.4 Messages 

Note: This diagram does not imply sequencing of Authentication Node and Local User Authentication.
Editor: In Figure 3.19.4-1:

 - Change “Local Secure Node” to “Local Network Node”

 - Change “Remote Secure Node” to “Remote Network Node”

 - Completely remove the “Local User Authentication” and associated arrow at the bottom of the figure.
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Figure 3.19.4-1: Interaction Diagram

3.19.5 Trigger Events 

The Local Secure local Network Node starts the authentication process with the Remote Secure remote Network Node when information exchange between the two nodes is requested. The first transaction shall be the Authenticate Node transaction, and all other PHI transactions performed by IHE actors shall be secure transactions. This authentication process is needed when a secure connection is established.

The Basic Secure Network Node shall always apply the Authenticate Node process to every DICOM, HTTP, or HL7 connection.

…

3.19.6.1 Certificate Validation 

…

When Authenticating the Remote Secure remote Network Node, the Local Secure local Network Node:
…

3.19.6.1.1 Chain to a trusted certificate authority 

The Secure Node or Secure Application A Network Node:
…

3.19.6.1.2 Direct certificate validation 
The Secure Node or Secure Application A Network Node:
…

3.19.6.1.3 Other Certificate requirements 

The Secure Node A Network Node shall not require

…

3.19.6.2.3 STX: TLS 1.2 floor using BCP195 Option 

An actor A Network Node using the STX: TLS 1.2 floor…

…

Editor: Update ATNA Vol https://profiles.ihe.net/ITI/TF/Volume1/ch-9.html#9.1
9.1 ATNA Actors/Transactions 

This section defines the actors, transactions, and/or content modules in this profile. General definitions of actors are given in the Technical Frameworks General Introduction Appendix A at http://ihe.net/TF_Intro_Appendices. 

Figure 9.1-1 shows the actors directly involved in the ATNA Profile and the relevant transactions between them.

Note:  In Figure 9.1-1, the Node Authentication [ITI-19] transaction is shown between the Secure Application and Secure Node actors.  It may also occur between two Secure Node actors, or between two Secure Application actors.
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Figure 9.1-1: Audit Trail and Node Authentication Actor Diagram

Editor: Update ATNA Vol 1 sections starting at https://profiles.ihe.net/ITI/TF/Volume1/ch-9.html#9.1.1
9.1.1 Actor Descriptions and Actor Profile Requirements 
When an implementation supports a Secure Node, Secure Application or Audit Record Repository, the ATNA requirements – node authentication, user authentication, access control, event logging, and other security rules – apply to all of the actors in the implementation.

9.1.1.1 Secure Node 
…
The Secure Node shall:

1. Use the Authenticate Node transaction for all network connections to or from the node that may expose private information as specified in ITI TF-2: 3.19 . 

2. Provide sufficient authentication methods, based on risk assessment, to ensure that only authorized users access the Secure Node.  See Section 9.4.1.2.1.
…
9.1.1.2 Secure Application 
…

The Secure Application shall:

1. Use the Authenticate Node transaction for all network connections to or from the application that may expose private information as specified in ITI TF-2: 3.19 . 

2. Provide sufficient authentication methods to ensure that only authorized users access the Secure Application.  See Section 9.4.1.2.1.
…

Editor: No changes are proposed to Section 9.4.1.2.1.  It is included here for the purpose of ballot review since a reference is added above.
9.4.1.2 Authentication 
ATNA requires that both users and machines be authenticated.

9.4.1.2.1 Users 

The specific method for user authentication is not specified by ATNA. IHE has profiles that specify particular kinds of user authentication. These can be used, as can other non-IHE methods for user authentication. What is important is that the authenticated identity of each user be available for purposes such as access control and event audit logging.

…
