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First submitted as:    https://github.com/IHE/ITI.IUA/issues/78
In 3.71.4.1.2.2 Authorization Code grant type, add "if known" to client_id (the text shows it's conditional). This matches the optionality above in the HTTP GET request to the authorization endpoint.

...
The Authorization Client makes a HTTP POST request to the token endpoint with the following parameters in the HTTP request entity-body [OAuth 2.1, Section 4.1.3]:

grant_type (required): The value shall be "authorization_code".

code (required): The authorization code received from the Authorization Server in the authorization response.

redirect_uri (required): The redirect URI of the Authorization Client callback. The value shall match the redirect URI the Authorization Client is registered at the Authorization Server and the value of the redirect_uri, if presented in the authorization request.

client_id (required, **if known**): The client identifier the Authorization Client is registered with at the Authorization Server, if no other authentication scheme is used for client authentication.

( From Martin Smock:

According to the OAuth Core specification the client must identify using a client_id or other reliable authentication methods. This is mentioned in the introduction sections of IUA.

It must be clear from reading IUA that the client_id may be dropped only if there are other reliable client authentication methods used. Thus I suggest not to add a if known but a conditional with a remark in the text below.

I checked what is written in the OAuth 2.1 specification: In Section "4.1.3. Access Token Request" the OAuth 2.1 core specification states:

"client_id": REQUIRED, if the client is not authenticating with the authorization server as described in Section 3.2.1.

While section 3.2.1 and sections cited within mention other client authentication methods which uniquely identify the client.

It should be discussed if we no longer want the client to identify with a client_id but enforce other client identification methods in IUA, if the vendors require this.



	Update the IUA TI Supplement as follows:


https://profiles.ihe.net/ITI/IUA/index.html#371-get-access-token-iti-71

3.71.4.1.2.2 Authorization Code grant type

…
This grant type shall be used by confidential, credential and public clients, if the explicit consent of the user is required to authorize the Authorization Client to access data on behalf of the user.

An Authorization Client that supports the Authorization Server Metadata Option shall use the "authorization_endpoint" URL from the Authorization Server Metadata Document to redirect the User-Agent.

The Authorization Client directs the user-agent to make a HTTP GET request to the authorization endpoint with the following parameters using the "application/x-www-form-urlencoded" format [OAuth 2.1, Section 4.1.1.3]:

· response_type (required): The value must be code.

· client_id (required, if known): The identifier the Authorization Client is registered at the Authorization Server.

· state (required): An unguessable value used by the client to track the state between the authorization request and the callback to the redirect URI. While this parameter is optional in the OAuth 2.1 Authorization Framework [OAuth 2.1, Section 4.1.1.3] it is required in this profile for security reasons.

· resource (optional): Single valued identifier of the Resource Server endpoint to be accessed [JWT Access Token, Section 3].

· code_challenge (required): A challenge derived from the client generated code verifier used to correlate the authorization request to the token request [OAuth 2.1, Section 4.1.1 and references therein].

· code_challenge_method (optional): Indicator used for the code challenge transformation method. Its value may be S256 [OAuth 2.1, Section 9.8].

· redirect_uri (optional): The absolute URI of the Authorization Client callback endpoint to which the Authorization Server will send the user agent back once access is granted (or denied). This parameter is required if the Authorization Client is registered at the Authorization Server with multiple redirect URI, optional otherwise [OAuth 2.1, Section 3.1.2.3].

· scope (optional): The scope claimed by the Authorization Client.

Figure 3.71.4.1.2.2-2 is a non-normative example of the authorization request:

GET /authorize?

              response_type=code

              &client\_id=s6BhdRkqt3

              &state=xyz

              &redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

              &code_challenge=6fdkQaPm51l13DSukcAH3Mdx7_ntecHYd1vi3n0hMZY

              &code_challenge_method=S256

              &resource=https%3A%2F%2Frs.example.com%2F

              &scope=scope_1%20scope_2%20scope_N

              HTTP/1.1

            Host: server.example.com

Figure 3.71.4.1.2.2-2: Example Authorization Request
If the access request is granted (by the user or some other access policy), the Authorization Server issues an authorization code.

The Authorization Server shall redirect the user agent to the Authorization Client's redirect URI with the authorization response parameter in the application/x-www-form-urlencoded format. The response parameter shall be as follows:

· code (required): The authorization code generated by the Authorization Server.

· state (required): An unguessable value used by the client to track the state between the authorization request and the callback.

HTTP/1.1 302 Found

            Location: https://client.example.com/cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

The Authorization Client shall use the authorization code in an access token request to retrieve an access token and token metadata from the Authorization Server.

An Authorization Client that supports the Get Authorization Server Metadata Option shall use the "token_endpoint" URL from the Authorization Server Metadata Document to obtain the access token.

The Authorization Client makes a HTTP POST request to the token endpoint with the following parameters in the HTTP request entity-body [OAuth 2.1, Section 4.1.3.]:
· grant_type (required): The value shall be "authorization_code".

· code (required): The authorization code received from the Authorization Server in the authorization response.

· redirect_uri (required): The redirect URI of the Authorization Client callback. The value shall match the redirect URI the Authorization Client is registered at the Authorization Server and the value of the redirect_uri, if presented in the authorization request.

· client_id (required conditional): The client identifier the Authorization Client is registered with at the Authorization Server, if no other authentication scheme is used for client authentication.  The client_id may be omitted in the request entity-body when the client_id can be derived from the client authentication (e.g. from the HTTP Authorization header). 
· code_verifier: The original code verifier string. Required, if the "code_challenge" parameter was used in the authorization request. Shall not be used otherwise.

These parameters are specified in OAuth 2.1, Section 4.1.3. Please refer there for additional behavioral requirements.

Figure 3.71.4.1.2.2-3 shows a non-normative example of the access token request with client authentication using the client_id and client_secret in the HTTP Authorization header:

POST /token HTTP/1.1

            Host: server.example.com

            Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

            Content-Type: application/x-www-form-urlencoded

            grant_type=authorization_code

            &code=SplxlOBeZQQYbYS6WxSbIA

            &redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb              &code_verifier=3641a2d12d66101249cdf7a79c000c1f8c05d2aafcf14bf146497bed

Figure 3.71.4.1.2.2-3: Example Access Token Request
