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Executive Summary
The purpose of this paper is to examine the issues surrounding electronic authentication and credentialing of the identity of individual human beings presented during electronic commerce or electronic government transactions.  A future document will address issues surrounding electronic authentication and credentialing of machines, computer code, etc.
In order to engage in secure e-commerce and e-government both, online applications  often need to know the identity of the individual on the other side of the Internet.  This entity may be new to the application and the application often needs to be confident of the identity of the business partner in order to grant him or her authorization to access the system or service.  The way identity is presented to online applications and services is through presentation of some kind of identity credential.

The U.S. Federal government has posited four levels of assurance of identity (LOA), from minimal assurance of identity through high assurance of identity, and has linked them to levels of risk of harm.  The question the EAP Assurance Level Sub-workgroup has addressed is whether this model is acceptable for use by the private sector in e-commerce implementations or whether a different scheme is preferable.

In reviewing relevant documents and systems rules, the following issues stood out:

· Assurance of identity in electronic transactions is based partly upon identity proofing, which is a mature process with well-known rules and procedures;
· Assurance of identity in electronic transactions is based partly upon credential management, which encompasses the manner in which a proofed identity is bound to an electronic credential and the extent to which the credential is trustworthy, including the reliability of the credential service provider, the token technology that contains the credential, and the life cycle management of the credential and token.
· The extent to which an authentication event is coupled to an authorization event is an important condition, running the gamut from very tight to very loose; that minimal assurance of identity can lead to authorization to high risk applications when coupling is loose and other factors are present sufficient to satisfy the risk equation.
· It may be possible to develop an algorithmic method for determining LOA that is objective rather than arbitrary.
The Assurance Level Sub-workgroup has recommended that the EAP adopt the U.S. Government’s Four (4) Levels of Assurance of Identity as an interim standard for authenticating identity for online business transactions.  

It furthermore recommends that work be initiated to develop a comprehensive algorithmic model for determining LOA based upon the work presented in this document, as a potential candidate for a final standard.
Introduction

The purpose of this document is to identify the issues underlying issuing electronic identity credentials for use in online business transactions and to develop a common agreement whereby electronic identity credentials may be categorized as satisfying discrete Levels of Assurance based upon the extent to which the identities presented in the credential can be trusted to actually belong to the entities represented, and the extent to which the electronic credential can be trusted to be a proxy for the entity named in it, including the extent to which the electronic credential can be trusted to be utilized by the individual named within it and not someone else.  

This paper specifically addresses electronic authentication and credentialing of the identity of individual human beings presented during electronic commerce or electronic government transactions.  A future document will address issues surrounding electronic authentication and credentialing of machines, computer code, etc.

The Federal Government has published guidelines describing four (4) Levels of Assurance, known as LOA, for use in authenticating electronic identity credentials for use in providing government services electronically.  The question for private industry is whether the Federal government’s approach, and its recommended four LOA, satisfies the requirements for e-commerce, and whether it, or an alternate approach, should be adopted by the private sector generally.  In order to address this fundamental question, the E-Authentication Partnership has been constituted as an advisory body on behalf of all private industry, broadly defined, in the U.S.  

Complicating the question of trusting electronic identity credentials is the sometimes subtle distinction between authenticating an identity and authorizing that identity to access resources or services electronically.  The relationship between these two functions may be less than straightforward.  A key point in resolving the question of how Authentication (AuthN) and Authorization (AuthZ) are related is understanding that they can be coupled tightly or loosely.

As the attached bibliography demonstrates, much attention has been paid to each of these issues, and this paper hopes to codify and present key issues in a coherent manner.  In order to do so, the paper is organized as follows:

· A discussion of Authentication and Authorization, emphasizing the relative functions of each in e-commerce and e-government and emphasizing the concept of “coupling” whereby an authenticated identity is authorized access to a resource or service.  A discussion of risk is included.

· Recommendations for private industry for addressing the question of determining LOA.  

· Two Appendices that present an in-depth discussion of the elements that go into creating an electronic identity and in authenticating that identity, including identity management and credential management.

· An Appendix that presents an approach to generating an “objective” model for determining LOA.

Levels of Assurance of Identity (LOA)
The commonly-held meaning of the term “Level of Assurance” (LOA) is that it describes the degree to which a relying party in an electronic business transaction may be confident that the credential being presented actually represents the entity named in it, and may be confident that the represented entity is actually engaging in the electronic transaction.  LOA are discrete assurance indicators used to quantify the degree of protection afforded by the controls that an information system implements to manage security risk. LOA are creatures of convenience defined so we can compare dissimilar systems in terms of the protection they provide. LOA are hierarchical and defined in the context of some set of policies, regulations, best practices or guidelines. 

LOA, then, are based on the following factors:

· The extent to which the identity presented in an electronic credential can be trusted to actually belong to the entity represented.  This is generally handled by identity proofing.

· The extent to which the electronic credential can be trusted to be a proxy for the entity named in it.  This is generally known as identity binding, and is directly related to the trustworthiness of the credential technology, the processes by which the credential is secured to a token, the trustworthiness of the system that manages the credential and token and the system available to validate the credential.  This includes the reliability of the credential service provider responsible for the system. These elements are collectively known as credential management.  The extent to which the electronic credential can be trusted to be utilized by the individual named within it and not someone else is a direct outcome of this factor.

However, an authentication event in isolation is meaningless.  Anyone can claim to be anyone else in isolation without consequences of any sort.  It is only when John Smith claims to be Mary Jones in a transaction that a problem arises.  That is, the legal system only cares that John Smith is claiming to be Mary Jones when he tries to assert her identity fraudulently for some purpose.  In other words, authentication of identity is only necessary when an authorization event, or attempted authorization event, follows.
This leads to an important point: that LOA are primarily useful or required when an authentication event leads to an authorization event.  It is for this reason that the Federal Government based its guidance on determining LOA on degrees of risk (see OMB M-04-04 and FIPS 199).  In fact, the OMB guidance document was carefully aligned with the risk levels in NIST FIPS 199.

Higher LOA are required to mitigate higher levels of risk.  LOA are measures of the authentication trustworthiness required to authorize access to services or resources, so LOA exist as a function of the relationship between authentication and authorization events. This is why it is hard to talk about LOA without addressing authorization, even though LOA is a characteristic of authentication.
Any company engaged in e-commerce may choose to assess risk any way it wishes.  FIPS standards are mandatory for U.S. Federal entities only and advisory for others.  FIPS 199 is only one of several risk assessment and risk analysis schemas, although it may be considered the most complete and technically accomplished of the lot.  Particular industries may apply more stringent or less stringent criteria.  The financial industry as a whole, for example, may have to answer to business-specific requirements of governments in addition to technology-specific issues.  In other words, different business sectors may weight risk factors differently.  Keep in mind that risk assessments and risk analyses are essential to authorization decisions, rather than authentication decisions.
Risk and Risk Mitigation

Authentication is the process of establishing with a certain level of confidence or assurance in the veracity of a claimed identity. Authorization is the act of granting access to a certain resource based on the results of an authentication process. In information systems, risks and potential harm are Authorization issues, i.e., authorization deficiencies or failures open the door to potential harm. The effect of deficiencies in the Authentication process is therefore only indirectly related to system risk. Without the risk of improper Authorization, the LOA of the Authentication process not an issue.  That is, there is no risk from someone asserting a fraudulent identity until that person tries to gain improper Authorization to access a system resource. Therefore, risk is a term related to Authorization, not Authentication. 

Risk is defined as the potential for harm or damage (including perceived harm or damage) arising from inappropriately authorizing access to a system or resource, or from failure to allow access to a properly authorized entity.  In terms of identity assurance, these risks are: improper authorization based on misrepresentation of identity, and failure to properly authorize based on misinterpretation of identity.  The risk of misrepresentation may be for attributes as well as for identities, especially as an entity’s identity may be represented as an aggregate of all its attributes, or aggregates of subsets of attributes, such as those associated with a person’s professional identity as distinguished from his or her personal identity.

The overall goal of an information system’s “Risk Equation” is to equal zero. Experience tells us that goal is not achievable in practical terms, but it helps frame and model our analysis. To equal zero, such equation must account for both all system risks and sufficient countermeasures to mitigate or “eliminate” those risks. The set of mitigation strategies implemented on a given system define the LOA for that system. Our goal is to define discrete, meaningful, and practical LOA.

The primary risk associated with identity assertion is fraud, and the current most popular version of fraud is identity theft.  However, there is a spectrum of risk of fraud, running from harmless spoofing to catastrophic breach of national security.  The extent to which the risks of fraud require mitigation is based upon the potential harm caused by someone gaining access to secured resources.  
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Every application owner must make his or her own risk to harm mapping.  This is usually called “risk assessment” and results in creation of risk mitigation plans.  There are a number of generally-accepted models and standards for performing systems risk analyses.  Among the results of a risk analysis is a determination of risk mitigation requirements, and within the context of identity management, that means identifying the identity authentication requirements for authorizing system access.  

Elements of risk mitigation include the following elements.  Complete sets of elements are addressed in the American Bar Association PKI Assessment Guide; ANSI X9.79; AICPA WebTrust and others.

· Identity proofing, only to the extent that authentication of identity is linked to authorization (see following section);

· Logical controls and equipment;

· Physical controls and personnel management procedures;

· Indemnification;

· Liability agreements;

· Fraud statutes and contract law;

· Civil recourse when authorization is withheld inappropriately and harm results.
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Identity proofing runs the spectrum from none to the establishment of identity through the use of breeder documents, biometric identification, and data aggregation. As for all mitigation strategies, even the most cumbersome procedure is not problem-free. Identity is an aggregation of personal attributes and no single source can establish identity on its own. Furthermore, individuals have multiple valid identities in the real world, some with little overlap. These properties of “identity” may not be relevant, but must be recognized in developing ID proofing strategies.

The last two categories, Laws and Regulations, and Indemnification are closely related mitigation strategies for certain types of risk. Laws, Regulations and Indemnification tend to be more significant than assurance of identity as business enablers in a given risk environment. They may not help prevent system compromise, but they would enable prosecution of perpetrators and compensate for losses due to subversion or misuse of system resources.  Indemnification and fraud/contract law together underpin the key determinants of liability. 

In summary, then, harm can only occur in a business transaction or a government-citizen interaction when authorization is improperly granted or withheld.  Thus, there are properly no risks associated with improper authentication of identity, or improper assertion of identity through an electronic credential, unless authentication of identity is part of an authorization event.  It is the requirement of the authorization event, determined by risk analysis and risk mitigation design, that determines the LOA required for authentication of identity in an electronic credential.

Here is an excellent summary of the authentication-authorization issue:

“Find out if Sonny wants to see this guy,” the fat guy said.

The guy in the sandals went inside.  The fat man had dropped his arm, but stood with his body shielding the entrance.  If I wasn’t supposed to go in and he let me, Sonny would have his ass.  If I was supposed to go in and he didn’t let me, Sonny would have his ass.  We waited.  Hawk seemed to be enjoying it.  Vinnie didn’t seem to know it was happening.  The other guy came back out.

“Okay,” he said to the fat guy.


From Parker, Robert B., Back Story, Berkley Books, 2003, p. 82.

Coupling Authentication and Authorization

Authentication is the process of establishing with a certain level of confidence or assurance the veracity of a claimed identity. Authorization is the act of granting access to a certain resource based on the results of an authentication process. In information systems, risks and potential harm are Authorization issues, i.e., authorization deficiencies or failures open the door to potential harm. The effect of deficiencies in the Authentication process is therefore only indirectly related to system risk. Without the risk of improper Authorization, the LOA of the Authentication process not an issue.  That is, there is no risk from someone asserting a fraudulent identity until that person tries to gain improper Authorization to access a system resource. Therefore, risk is a term related to Authorization, not Authentication. 

There are many instances where authorization decisions are based solely and directly on presentation of identity.  If a bank authenticates an individual’s identity, that individual is generally entitled to access to his or her accounts.  A name present on the access control list (ACL) of an automated system may be the simplest example of this identity to authorization linkage, and the more sensitive the data in the system, the higher the degree of assurance of identity, or LOA, necessary before access may be authorized.

There are many cases, however, where assurance of identity is not as important to authorizing access to a system.  Buying goods or services online with a credit card is a useful model of a transaction where assurance of identity is less important.  In this case, the merchant is willing to accept the transaction due to the credit card issuer authorizing the electronic transaction based not on an individual identity but on the history of payment by the cardholder, patterns of purchasing, etc.  Additionally in this example, liability and recourse are well-defined. In fact, a child may use his or her parent’s credit card and so long as the bill is paid, the company might never know that the individual using the token was not the individual whose name is embossed on it.  In this model, factors other than authentication of identity are central to the authorization event.

It should be clear, then, that the relationship between authentication event and authorization event is variable.  In some cases, the two events are tightly coupled, as in the first example.  In other cases, authentication of identity is but one of several criteria that go into an authorization event and in this case authentication and authorization may be said to be loosely coupled.

Tight Coupling:  Identity =  Authorization

Loose Coupling: Identity + Payment History + Pattern of Buying + Transaction Amount + Indemnification + Legal Recourse = Authorization 

Keep in mind that in these examples the term “identity” includes both identity proofing and credential management (type of credential, token, system safeguards, etc.).  Appendices A and B discuss in some detail the technical issues underlying identity proofing and credential management.
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Coupling may also be thought of as the degree to which the authorization event overlaps the authentication event.

It is not always assurance of identity that mitigates risk.  Other factors may be as important as, or more important than identity when determining authorization.  The corollary is that the tighter the coupling between Authentication and Authorization, the more important LOA becomes.  There is no one to one relationship between LOA and authorization.  Depending on the degree of coupling, a low LOA may be sufficient for a high risk authorization.  

Because it is possible to identify every factor that contributes to an authorization event, it is theoretically possible to calculate a metric for degree of coupling.  The formula for that calculation would be:

Degree of Coupling = x+y+z+..
                       

    x             

where x = Authentication confidence (see Appendix C) and 

y, z, etc. = confidence in other factors, such as business history, indemnification, etc. 

It is the responsibility of the application or service owner to determine the factors required to authorize access to resources or services, as well as the LOA, if any, that may be required for the transaction.  

Validating the Credential: the Role of the Relying Entity
So far, the discussion of the trustworthiness of an electronic identity credential has focused on the issuer.  There is another factor that needs to be considered, however, and that is the ability of the entity relying on the identity credential to validate that credential.  Each application or system that relies on an identity credential as part (or all) of its authorization process must have in place a strategy for validating the presented credential.  That process can be null, that is, no validation of presented credential – or it can, and should, be consonant with the LOA that the authorization process requires.

In this document, the distinction between an electronic identity credential and an identity token may be described as follows: an electronic identity credential is an electronic proxy for an individual composed of one or more related strings of code.  The form factor used to present the code to an application or service is known as a token.  Tokens may be hardware-based or software-based.  Strictly speaking, all electronic identity credentials reside on tokens, therefore it is common usage to use the two terms interchangeably.  However, the term “token” also is used commonly to refer specifically to a hardware device that houses code that serves as a proxy for an identity and “credential” is used to refer specifically to the code.  Usually, context distinguishes which meaning of “credential” or “token” is being used.
While weak or absent credential validation processes do not change the intrinsic LOA of the identity credential, they may compromise the system they are designed (or not designed) to protect.  A poorly-designed or poorly-implemented validation process may not be able to discriminate between a valid identity credential and an invalid one, or between a low assurance credential and a high assurance one. This invalidates the usefulness of higher-assurance level identity credentials in that instance and sabotages the overall security of the system.  

In summary, then, if a system requires a high assurance of identity (leave that undefined for the moment), then the process for validating the identity credential should satisfy the requirements for a credential management system operating at that same level of assurance.  Another way to say that is that the credential validation process should be as rigorous as the credential issuance process for the LOA required for authorization. Specifics of credential management system design are recognized elements and are presented in Appendix B, following.
How Many Levels Of Authentication? 
The U.S. Federal Government Approach: The U.S. Office of Management and Budget, following the lead of the Federal PKI Policy Authority (which in turn followed the lead of the Government of Canada PKI and the U.S. Department of Defense PKI) has established four (4) LOA: minimal assurance of identity; moderate assurance of identity; substantial assurance of identity and high assurance of identity.  These levels are arbitrary in that no objective metrics are associated with them.  They do, however, summarize the spectrum of assurance.

The technical guidance designed to help government agencies determine which LOA a particular credential is issued at addresses the two general categories of identity proofing and credential management largely in terms of how well any particular implementation mitigates risk.  It is instructive to note that the identity proofing requirements for Federal LOA Three are the same as Federal LOA Four.  The differences between these two levels are in the types of credentials that assert the identities and in the credential management systems behind them.

In all fairness, though, the four LOA called out by the Federal government are not unreasonable, and certainly cover the vast majority of circumstances likely to be met in real world implementations of e-commerce and e-government, spy thriller movie scenarios notwithstanding.

An Algorithmic Approach: There is an alternative to positing an arbitrary number of LOA, whether two, four, five or seventeen.  That is to develop an algorithm that (more or less) accurately models the factors involved in identity proofing and credential management.  The output of the algorithm is a number that represents Assurance of Identity for each instance of credential issuance for all degrees of identity proofing and credential management.  The spectrum in identity proofing would run from no assertion of identity all the way to absolutely validated assertion of identity along a continuous scale using “threshold windows.”  All credentials, from self-selected UserID/password pairs through biometrically-protected, hardware tokenized digital certificates, fall along a spectrum of reliability.

Both identity proofing and credential management are familiar activities, for which the requirements are well-understood.  In general, auditing standards address requirements for both, and the bibliography to this document references many of them.  (See Appendices A and B for detailed discussions of these requirements.)  It should therefore be possible to build an algorithm to generate “objective” scores for all instances of identity proofing and all instances of credential management and to use those range of scores to develop a mathematical model that describes an “objective” set of LOA with numeric ranges.  At the very least, it would allow credential providers to self-assert particular LOA for their credentials, citing a standard methodology for comparison.

An initial effort to developing just such an algorithmic approach is documented in Appendix C.  At first blush, this approach looks to have great potential.  Unfortunately, however, such an algorithmic approach requires more analytical work, done by staff with specialist skills and knowledge, in order to deliver a useful, viable model.  The current AL workgroup has neither the resources nor the time necessary to build such a model.  Furthermore, algorithmic models gain credibility from historical data, which does not currently exist.  

Recommendation of the AL Work Group 

While an “objective” methodology for determining LOA for a given credential is clearly the desirable choice, the practical reality is that, until a viable alternative method for determining LOA is available, the Federal government approach of summarizing LOA into four broad categories is the only currently viable alternative.  The reasons for that are as follows:

1. The Federal Four (4) LOA model fits the government’s E-Authentication architecture that controls how identity is managed in e-government.  Any private sector entity doing business electronically with the U.S. Federal government will be driven to adopt or adapt to this model.  With national defense and law enforcement in the government mix, a very large number of business transactions, both national and international, are affected.

2. There are no conflicting LOA models operational in the e-commerce space at the present time, although there are a number of competing schemes for implementing authentication and authorization events.
3. The Federal Four (4) LOA model is compatible with other governmental schemes, notably T-Scheme in the U.K., the Canadian Government PKI model and the Australian Gatekeeper model.
4. Adoption of an alternate LOA scheme based on yet another arbitrary parsing of the identity assurance spectrum would at the very least require private sector entities to map their LOA to the Federal Four, in some as-yet undefined manner, and could possibly cause massive confusion as citizens / customers try to negotiate multiple e-business experiences.  Such confusion would not advance the growth of e-commerce or e-government.
Therefore, the Assurance Level Work Group recommends that:

1. The E-Authentication Partnership adopt the Federal Four levels of assurance of identity as an interim standard for e-commerce, and 

2. The E-Authentication Partnership support development of the Algorithmic Approach as a candidate for final standard for defining levels of assurance of identity for e-commerce.
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Appendix A: Issues in Identity Proofing

Identity Proofing

Identity Proofing is the process of validating critical attributes, as an identity may be thought of as an aggregation of attributes or subset of attributes. Identity proofing is a well-understood activity with a long history that reaches far back before electronic systems were invented.

Most commonly, identity assertions are supported by documents such as a birth certificate, a driver’s license, or a passport.   In these examples, different governmental entities are responsible for issuing each and there is no central, governmentally-coordinated system to match up these credentials.  In fact, the birth certificate is commonly required to receive a driver’s license, making the former a “breeder document” for the latter.  The driver’s license is commonly used as an identity credential for acquiring a passport, making it a “breeder document” for the latter.  Some identity credentials are mandatory, like the birth certificate, and some are optional, like the passport and the driver’s license.

These credentials are not the only form of identity credential that an individual may use to support his or her assertion of identity.  Most individuals living in the more developed nations of the world have records on databases.  In addition to governments, many business sectors maintain databases of personal information about individuals: medical records, banking records, credit cards, telephone and ISP accounts, membership databases in hobby groups, political associations, etc.  

Some identity credentials are more reliable than others, and correlation of many different credentials and credential types yield greater assurance of identity than reliance on an individual credential.  The following list summarizes elements used for supporting identity claims.  In general, they are listed by increasing level of reliability.  Each of the following elements has an intrinsic weight, that is, they are not equally powerful.  (Weights are discussed in Appendix C, the Algorithmic Method.)

· Environmental context - is this a human, a machine/device, a cartoon character? This element suggests that there is no zero level for knowledge about an entity asserting an identity.
· Self-assertion of identity No breeder documents
· Unofficial breeder document such as a business card) – a form of self-assertion of identity

· 3rd Party Assertion of identity, e.g., a parent asserting a child’s identity at the Motor Vehicle Administration
· Official 3rd Party Assertion of identity, e.g., Notary
· Credit Reporting Agency or equivalent (external) database lookup - this element incorporates the presence of an individual in one or more on line databases, which may be used to support identity assertions and portable credentials.  It differs from database lookups related to issuance of identity documents in that the databases here are not used to issued identity credentials; rather, they record transactions done in the name of the identity asserter;
· Third party database check – differs from a credit database lookup in that it checks a whole different category of data about an individual, e.g., a demographic database which looks at the individual’s context, not her specific information;

· Unvalidated Official document – a driver’s license presented without being checked by the reviewing entity against the State issuance database
· Unvalidated official document with biometric. Some official documents contain biometrics (photo on a driver’s license, for example) and some don’t.  An official document containing a biometric provides more identity elements than a piece of paper or a card stamped by an official agency of government.  Implicit in the trustworthiness of this and all other official documents is the belief that in the process of issuing them, a governmental entity has performed some form of  prior identity proofing using some aggregate of these listed elements.  This raises the issues of recursive identity proofing and of second order third party assertions of identity.
· Validated official document – that is, one whose issuance has been verified against an official database of the agency that issued the document.
· Validated official breeder document with biometric – same as above, but with biometric element or elements.
· In-person proofing – while an individual may be physically present and still assert a false identity, the individual is an excellent source of biometric data. 
Attributes

Attributes are characteristics of entities, devices or processes.  They may be permanent or temporary, contextual or intrinsic.  “Vice President, Sales,” is both contextual and, given the business world, temporary.  They include the usual descriptors: age, height, weight, color of eyes, color of hair (temporary).  A credit card account is an attribute for a person.  “Dell Latitude D600” is an attribute of a device, its model name.

Attributes are important because they define an entity.  In fact, an entity may be defined by the aggregate of its attributes  - John Doe, 1234 Mockingbird Lane, Paradise, LA 00000, SSN 123 45 6789 etc. etc. – or by a subset of attributes of interest to a particular business process or service – John Doe, M.D., DEA number 1234567890.  As noted in the main text of this document, there are occasions when certain attributes of an entity are more important than the name of the entity, as for example a credit card account number or title on a purchase order.  

The linkage between identity and attributes is complex, and it should be evident that attributes may be used for both authentication and authorization.  The authorization function of a system determines what subset of attributes are important to that system, which ones it wants to see.  Attributes, then, are independent parts of the authentication to authorization coupling model for each system.     

Some X.509v3 certificates are used as “attribute certificates” whose identity fields are not populated with either distinguished or common name, but with a position title, or a status, i.e., “matriculating student”  in which the certificate is not used as an identity token at all, but rather, directly as an authorization token.  In this case, the coupling between attribute certificate and authorization decision is very tightly coupled, indeed.

In this model, as in others, there is not necessarily a two-way relationship between the identity and the “role” attribute.  That is, John Doe may be a matriculating student, but not all matriculating students are John Doe, or even many John Does.  Any student presenting a “matriculating student” attribute certificate with no identity attached to his or her university library may be authorized for full access, in which case the coupling between authentication of attribute is very tight but there is no coupling at all between identity and authorization.  This last is a common use case for the Shibboleth identity management scheme found in the higher education community.

Clearly, then, attributes may or may not be equal to identities, and they may or may not lead directly to authorization to a resource.  Furthermore, attribute checking may be part of identity proofing or not.  The function of attributes in identity management, authentication and authorization is defined by each automated system that uses them as part of its authorization scheme.  This is another reminder that each system is responsible for the degree of coupling between authentication of identity and authorization to access to that system.

Appendix B: Issues in Credential Management

Credential Management

Credential management is the process of issuing, maintaining, and disposing of credentials. The issuance of credentials includes processes for authorizing their issuance, authenticating the entities receiving the credentials, generating the credentials, and distributing the newly issued credentials to their owners and to the relevant system components (e.g., Directories). The maintenance of credentials includes handling of modifications or updates, renewing, recovering, revoking or disabling, backups, archiving, and providing status change notifications. The disposing of the credential includes destroying, archiving, and providing status change notifications. 
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Figure 1 – Credential Management Process
The extent to which these processes are relevant to a particular credential management life cycle depends on the characteristics of the particular credential, the media on which it exists, and the environment in which it is intended for use. For this reason, the management of the system or physical token on which credentials exist should be considered an integral part of the credential management life cycle. 

Reliability of the Credential

Credentials are issued with the purpose of establishing an identity with a certain degree of confidence. The reliability of the credential is not only dependent on the observable characteristics of that credential, but on the underlying process used to authenticate the identity of its owner, the binding between that authenticated identity and the credential, and the integrity of the system maintaining and supporting the credential.

Passwords or pass-phrases, Kerberos tickets and digital certificates are examples of electronic credentials. Some observable characteristics of such types of credentials include password length, key-size, and choice of cryptographic algorithm. The use of a digital certificate containing a large factor public key signed using a highly secure cryptographic system does say something about the reliability of a certificate as a credential, but it is in itself meaningless. Cryptographic strength is meaningless unless great care is used to authenticate the owner of the public key and the disclosures made by the credential issuer provides sufficient reassurance of the integrity of its operations and certificate management practices, thus generating confidence in the binding between the certificate and the identity of its subject. 

Reliability of the Token

Tokens conveying electronic credentials must do so reliably. The reliability of the tokens depends on their physical characteristics and the quality of the underlying token management system and processes. The physical characteristics of the token include form factors, appearance, types of information displayed externally, internal storage capacity, interfaces, sturdiness, et cetera. To be considered reliable, tokens need to be able to withstand normal wear, be compatible with the systems with which they are intended to interface, and be able to convey accurately the credentials they carry. 

The token management process must be an integral part of the credential management life cycle. It needs to be well defined and tailored to support the particular type of credential. The nature of the credential and the sensitivity (intrinsic value) of the resources it provides access to will dictate how strict the inventory controls on blank and active tokens must be. Also, the token delivery mechanism (e.g., in-person, by mail, by courier) and whether tokens are delivered active and ready to use will impact inventory-control requirements and other token management details. In general good token inventory controls should be implemented that include maintaining accurate custody records at all times. Coordination with the credential management is necessary to ensure that tokens are available on which to load newly issued credentials.

In addition to token inventory and delivery controls, contingencies should be in place to address lost or damaged tokens. These functions are critical to ensuring timely authorized access to IT resources and data. These functions should be integrated with help desk and credential management functions.

Strength of Binding

There should be a strong bond between credentials and their owners. The ways in which such bonds are established vary according to the type of credential. The binding between the credential and its owner’s identity starts by establishing the owner’s identity and obtaining authorization to issue the credential. Typically, after the credential is issued (sometimes on a token, i.e., “something you have”), usually a secret (“something you know”) and / or a biometric (“something you are”) are used to maintain such binding. For example, an employee may be issued a badge upon employment, that badge would be the token on which a digital certificate (a credential) is loaded to computing resources and data. Also, there is a separate credential on the token that gives her access to the building and her work area within that building. The issuance of these credentials and the assignment of privileges are authorized by management. To use the certificate credential, she needs to enter a password that activates the associated private key on the token. For physical access, guards may inspect the picture on the card (a type of biometric) and look her name up on an access list. The strength of the binding between a token and a credential and the identity of the credential owner ultimately is evaluated according to the nature of the access provided. The measures that can be considered strong binding in one environment may not be sufficient in others. Having a picture on a badge may be considered a strong binding at a guard’s checkpoint, but would do little at a door activated by a proximity reader. Sometimes, multiple mechanisms are needed to provide the necessary binding under different situations even when the same token and the same credential are used.

Reliability of Credential Management System 

Ultimately, the reliability of an electronic credential relies on the reliability of the system that manages it.  A system that does not prevent insiders from subverting control mechanisms, or outsiders from spoofing, will expose to misuse the resources it is intended to safeguard. Even systems based on the same type of credential and token will differ. Most commonly, differences in the operating environment translate into variations of manual processes. All systems must therefore be evaluated individually. The Federal Government has standards, guidelines, and regulations intended to address the need to evaluate the controls and security of IT systems. The banking industry, among others, also has a body of standards and practices on which to base the evaluation of the controls and security of their computer-based systems. Although a sufficient body of standards and practices exist, there is little uniformity. The use of these standards and practices can be costly and resource intensive, and consensus is needed on their selection and application among parties relying on electronic authentication as a technical enabler for electronic services. 

The following list of elements for assessing the security of credentials stored on tokens was extracted from the American Bar Association (ABA) PKI Assessment Guidelines (PAG). The first column identifies types of controls that should be assessed in evaluating the security and reliability of electronic authentication systems. The second column is a placeholder for pointers to further information and guidelines for the implementation and evaluation of the respective controls.  While originally PKI-specific, the list of system controls serves to cover all elements of credential management system controls and works equally well for UserID/password type credentials.  Also, while the following list comes from the American Bar Association, it is largely compatible with other lists of auditable credential management elements found in other assessment schemas, i.e., ANSI X9.79 and the AICPA WebTrust model.
	E-Authentication System Controls
	Reference

	Self-assessment and third party oversight
	

	Management, change control, backup of mission-critical systems
	

	Means by which a given user is identified and user identity is authenticated (identity proofing)
	

	Policies have titles that accurately match the LOA desired
	

	Validation procedures
	

	Validation procedures for identity credentialing authority
	

	Sufficient information presented to validate identity and that critical information is not placed in non-validated category
	

	Acceptance procedures for presented credentials
	

	Whether automatic renewal is permitted
	

	Credential reissuing procedures
	

	Credential revocation procedures
	

	Auditing and logging
	

	Frequency of review of audit logs
	

	Crypto algorithms and key lengths for credential and issuer credential
	

	Control over credential generation
	

	Credential distribution process and controls
	

	Credential activation process
	

	Trustworthiness of personnel operating systems for activation, deactivation and destruction of credentials
	

	Length of archiving
	

	Completeness of documentation of computer security controls
	

	Hardware and software security ratings
	

	Network security controls
	

	Formal approval procedures for policies and procedures documents
	

	Subscriber agreements
	


Conclusion

Credential management is the process of issuing, maintaining, and disposing of credentials. The trustworthiness of electronic credentials is entwined with the environment in which they are used, the processes used to manage the credentials, the tokens or media on which the credentials reside, and the processes used to manage such tokens. The management processes for credentials and tokens need to be integrated and matched to the intended level of assurance. The implementation of credential and token management processes should be assessed on a periodic basis to ensure they continue to match the necessary assurance levels. 
Appendix C: An Approach to Calculating Identity Assurance

If it were possible to come up with an algorithm for calculating the degree of confidence a transaction partner could have in a proffered electronic credential, and if it were possible to have this approach widely accepted, it would go a long way towards solving the thorny problems of trust associated with agreeing on the meaning of levels of assurance of identity among e-business and e-government service providers.  

In the absence of a single reference standard for LOA such as the Federal Government has (and it is not inconceivable that such a reference standard may be implemented), it may be possible to create an algorithm that yields a reliable calculation of LOA for Authorization purposes.  In fact, it is possible that a reliable algorithm running a comprehensive set of implementations may in fact discover a standard set of LOA that may be generally adopted.  Certainly, the Government’s guideline document, while being a great advance in this area, may not present a model that satisfies the needs of the private sector.

This Appendix presents an approach for calculating LOA.

As discussed above, two general categories of consideration comprise the elements involved in determining LOA:  the “absolute” degree to which a person or device is known to the credential issuer based exclusively on identity proofing activities and the trustworthiness of the credential on token.

Graphing Confidence in Identity

As we have discussed, there are elements associated with each of these two categories.  For Identity Proofing, see Appendix A, above.  Since each element identified in Identity Proofing has a weight, that is, each element is not equally valuable, it is at least theoretically possible to assign a numeric value to each.  Weight increases with value, broadly defined, so that self-assertion carries a weight of 2 (context carries a weight of 1), while in-person proofing with an official biometric credential that is validated against the issuing database carries a weight of, say, 30 (arbitrary).

There are “geometric” considerations.  The credential issuer will always know if it is dealing with a human, or a device, or lines of code, or a fictional character such as Don Quixote de la Mancha.  Therefore, the credentialing authority will never have zero identity information about a credential candidate.  On the other end of the spectrum, there comes a point at which the credential issuer is 100% sure of the identity of a candidate and further documentation of whatever kind, does not result in increased confidence in the candidate’s identity.  In general, then, the more and better information an issuer has about a candidate’s identity, the more confidence it has in the identity proofed, up to absolute or 100% certainty.  

Consider an ID Proofing session that includes an in-person proofing supported by a biometrically-enabled identity token that is validated against the database that issued the credential on the token plus a credit reporting agency query that matches information given by the candidate or printed on the token is a top.  Additional identity validation does not yield more assurance of identity.

Whether or not absolute certainty is an attainable condition or not is an open question; it is possible, however, to demonstrate that it can be approached, as though it were the integral of the function.  In practical, real-world terms, it is possible to attain the equivalent of 100% certainty of identity.  We refrain from invoking the philosophical concerns of late nineteenth and twentieth century existentialists, psychologists and epistemologists.

We can present this as a graph, with the X axis being numbers from one through 100 (for example), representing the sum of the values of the identity proofing elements that a candidate successfully satisfies, and the Y axis being the percentage of certainty the credential provider has in the identity proofed.

The trick is in knowing how to array the sum of an identity proofing event (X axis) against the confidence in that proofing (the Y axis).  In order to approach a solution for this problem, we can begin with the methodology the Federal Government has laid out in its documentation.  Using those as broad guidelines, we shall plot them.  Since OMB guidance gives us four LOA, we shall use those to represent: 

under 25% confidence at Level 1; 

25% - 50% confidence at Level 2; 

50% - 75% confidence at Level 3;

75% - 100% confidence at Level 4, 

Using four bands of the same size is a generalization for purposes of modeling and may not turn out to be a valid assumption.  Nevertheless, with this initial estimate we can begin construction of an actual graph

Assigning a numeric value to each proofing element, then summing, gives a number.  The Federal Bridge CA Certificate Policy categorizes satisfactory identity proofing for four levels of assurance of identity.  While the government has been very careful not to equate the two scales, it is possible to use both for purposes of arraying proofing sums against broad percentages of confidence.  Discrepancies should be of interest to the government, assuming they do not demonstrate methodological incompetence!

An Arbitrary Table of Identity Proofing Elements and Weights

	Mechanism
	Weight

	Environmental context
	1

	Self-assertion of identity
	2

	Unofficial breeder document
	2

	3rd Party Assertion of identity, e.g., Notary
	5

	Unvalidated Official breeder document
	2 each to 3x

	Unvalidated official breeder document with biometric
	2 each to 3x

	validated official breeder document
	10 each to 3x

	validated official breeder document with biometric
	15 each to 3x

	Credit Reporting Agency or equivalent (external) database lookup
	3 each to 2

	In-person proofing
	20


The Federal Bridge CA considers presentation of two antecedent tokens with biometrics (driver’s license, government ID card, passport, etc.) presented in person, where at least one of the tokens is validated against the issuer database, to satisfy the identity proofing requirements for High Level of Assurance.  (Other credential, token and process requirements, not germane to this graph, also must be met.)  

Candidates for national security clearances must go through much more rigorous identity proofing than the Federal Bridge requires for High Assurance.  Nevertheless, this gives us a data point in the top quartile.  Since the FBCA Certificate Policy requires this degree of identity proofing in order to issue a High assurance credential, we should probably consider this the lower limit of High.  Also, this exercise demonstrates that no single identity proofing element by itself is sufficient to satisfy the requirement for high LOA.

The total weight using this completely arbitrary model works out to be:

In-Person Proofing 





20

One biometric validated official breeder document 

15

One unvalidated biometric official breeder document 
  2

Total 37 

Q.E.D. the government minimum for the 75th percentile of confidence in identity is 37.

We now have two data points: the minimum, which as noted previously is not zero but one (context). 

For medium assurance, the Federal Common Policy for PKI requires:

In-person proofing





20

One biometric validated official breeder document 

15

Total 







35

Or

In-person proofing





20

One Credit Reporting Agency or equivalent (external) database lookup
  3
Total







23

A fudge factor is included in the Common Policy Medium level to accommodate remote employees who cannot easily or inexpensively satisfy the in-person proofing requirements, but the language describing this loophole is sufficiently vague to make actual mapping impossible.  How does one put a metric on “RAs may accept notarized authentication of an applicant’s identity to support identity proofing of remote applicants, assuming agency identity badging requirements are otherwise satisfied,” for example?

So, the Federal Common Policy for PKI gives two data points for Medium, the lower of which we can suggest should be the minimum or 50th percentile, while the more rigorous one, weighing nearly as much as the High Assurance Level, should be near the high end of the quartile, near 75%.  
In another example, a teenager applies for her first learner’s permit.  In order to satisfy the identity proofing requirement in Maryland, the child must perform the following identity proofing activities:

In-person proofing





20

3rd Party Assertion of Identity




 3

One unvalidated, non-biometric breeder document 

 2
Total







25

So, in order to acquire an official Authorization token (learner’s permit), the child must present 25 points’ worth of identity proofing credentials.  One then concludes that to be authorized to drive in Maryland, a Medium LOA Authentication is required for Authorization.  This seems a reasonable conclusion.

It might be beneficial to spread the numbers out some more (that is, raise the weight on in-person proofing and validated biometric breeder document, in order to get a bigger spread. 


Graphing Confidence in Credential Management

In the same way that an algorithm can be found that models the identity proofing process and returns a specific number for a specific implementation, an algorithm may be generated that models the reliability, or trustworthiness of a particular credential management scheme.  This is especially true as identity credential management systems already are subjected to independent assessment by trained auditors during structured reviews.  Adding a metric element to the assessment process would seem to be a minor extension of current practice.  

What is needed is a model for assigning numeric values to the reliability of elements.  The process described for identity proofing, above, may be replicated for credential management.  This could leave us with two graphs, one for each of the two key elements of determining LOA.
Preferably, a single graph may be constructed, with the identity proofing metric for an electronic identity process on one axis and the credential management metric on the other.  The results of many model runs would likely yield a scattergram that may be mathematically described and from which “objective” levels of assurance or trust would become visible.  The mathematical models for this process have yet to be defined, but they clearly call for longitudinal inputs.
A third dimension, representing the reliability of the credential processing model, might be added to yield a view of the reliability of the overall process of using electronic identity credentials in a business process.  Further discussion of this point is presented in a companion document to this one, still in preparation.

The reason a single graph is preferable to two related graphs is that the two factors are mutually dependent: very reliable identity proofing is debased by unreliable credential management, and vice versa. Assurance of identity is based on both identity proofing and credential management, so both metrics are needed to yield a single compound number on a curve or associated with a cluster.
The E-Authentication Partnership recommends that the Algorithmic method be subjected to further study to clarify outstanding issues and to determine whether or not it can usefully return data that can determine LOA for an instance of credential service provision.
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